DIGITAL SIGNATURE — PRE-REQUISITES

The Pre-Requisites to digitally sign the FLM files:

1.Make sure the processor has a Digital Key with valid expiry date.

2.The APTRANSCO signer service is installed and running in the taskbar in-tray.
The downloaded for Signer file is available at location:

http://secmsgdemo.emudhra.com/emvv_admin/APTRANSCO/APTRANSCOSigner-SetupFile-
040518.zip

e Download installer for Windows by clicking (CTRCL+CLICK) on the above link.

e Unzip downloaded APTRANSCOSigner-SetupFile-040518 zip file and the files are extracted to
folder.

e Right click on APTRANSCOSigner.msi and install web socket client.

Once the APTRANSCO signer is installed, you can see an icon (APTRANSCO Signer) as shown below in
the desktop.

Troubleshoot compatibility

Open file location
BEEl ) Runas awinistrator
g 1-Zip ,
Edit with Notepad++

Scan for Viruses..,
Open with WinRAR
Add to archive..
Add to "APTRANSCOSigner.rar”
Compress and email...
Compress to "APTRANSCOSigner.rar” and email
Extract files...
Extract Here
Extract to APTRANSCOSigner,
Pin to Taskbar

Pin to Start Menu

S2Eusto



http://secmsgdemo.emudhra.com/emvv_admin/APTRANSCO/APTRANSCOSigner-SetupFile-040518.zip
http://secmsgdemo.emudhra.com/emvv_admin/APTRANSCO/APTRANSCOSigner-SetupFile-040518.zip

Once the Signer is run, you will see a popup as shown below. (This popup will be seen every time the
sytem is started)
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Lok |

- The Signer service will start only after you click on the OK button in above screen.

The Signer Service will start running and can check in the INTRAY of the taskbar as shown below.
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(This is a onetime activity and whenever the desktop/laptop started, the service is automatically
started).



BROWSER SETTINGS FOR MOZILLA FIREFOX:

Enter the URL https://127.0.0.1:2001 , The browser will display that the page is insecure.

Click on Advance button and in the below box click on Add Exception as shown in below image.
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% Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

127.0.0.1:2001 uses an invalid security certificate.
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The certificate is not trusted because it is self-signed.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...

Click on Confirm Security Exception button in the popup to add the exception.
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After this setting,users can start using the Digital Sign in MOZILA FIREFOX.
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