DIGITAL SIGNATURE — PDF FILE SIGNING

Mandatory Checks: (THESE CHECKS ARE FOR DIGITAL SIGNER NOT NEDDED FOR INITIATOR)

1.Make sure the APTRANSCO signer service is running in taskbar in-tray.
(If the Signer is not running, please check the DIGITAL SIGNATURE- PREREQUISITES document).
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2.Make sure the Digital sign key is ON(YES) and have a valid digital certificate registered in
registration app. (Please refer the DIGITAL SIGNATURE-REGISTRATION PROCESS document)
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Digital Sign

Select Certificate
Certificate Details B

Common Name: | Class 2 individual test
Senal Number: | 13337276
Issuer Common Name: | e-Mudhra Sub CA for Class 2 Individual 2014
Issued Date: | Thu Dec 22 2016 00:00:00 GMT+0530 (India Standard Time)

Expiry Date: | Sun Dec 22 2019 00:00:00 GMT+0530 (India Standard Time)

FLM PDF Signing Process:
INITIATOR SIDE:

1.Click on the FLM app.
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2.The INITIATOR who needs the Digital Sign on PDF attachment has to upload the PDF (Digital

Signing can be done only on PDF files not on DOCS, XLSX, PPT etc..) in the new folder created
TO DIGITAL SIGN as shown below.
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In the above screenshot, the pdf file 1234 is attached in the TO DIGITAL SIGN folder and sent to the
digital signer for the sign on the pdf.

DIGITAL SIGNER SIDE:

1.The Signer logs in to the FLM and when he opens the file from INTRAY, he can see an additional
link in the TO DIGITAL SIGN folder for the document attached ( here for example 1234 pdf file).
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Click on the Digitally Sign link to start the signing process. Wait for the certificate list popup to
display on the screen

Note: Sometimes the popup might not visible in the fore screen and this might be running
in the background, so check the background by minimizing the screen.
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(If the popup is not shown, please check the DIGITAL SIGNATURE-TROUBLESHOOTING
document)

2.Select the certificate registered in the Registration app and click on Sign to start the
signing process. The signing process starts and will take 10-12 seconds as this involves
signing and verification. (If any issues occurred while signing please check the DIGITAL
SIGNATURE-TROUBLESHOOTING document).

If the digital signing process is completed successfully, a popup appears with the signed data
file.
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Sucessfully Digitally Signed and Uploaded to Server

To Open/Download :
DSC_12345 pdf
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3.0n clicking of the link, we can see the signed PDF and can also download to local drive if needed

using the Download File link as shown in below screenshot.
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Tivoli, Informix, i5/0S, POWER, POWERS, OpenPower and
PowerPC are trademarks or registered trademarks of IBM
Corporation.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are either
trademarks or registered trademarks of Adobe Systems Incorporated in
the United States and/or other countries.

Oracle is a registered trademark of Oracle Corporation. For
information on Third Party software delivered with Adobe document
services and Adobe LiveCycle Designer, see SAP Note 854621

UNIX, X/Open, OSF/1, and Motif are registered trademarks of the
Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame,
VideoFrame, and MultiWin are trademarks or registered trademarks of
Citrix Systems, Inc.

HTML, XML, XHTML and W3C are trademarks or registered
trademarks of W3C®, World Wide Web Consortium, Massachusetts

Institute of Technology.

Javais a registered trademark of Sun Microsystems, Inc.

NOTE: As it is opened in the web browser the Signature NOT VERIFIED will be seen but when you
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any kind, and SAP Group shall not be liable for errors or omissions
with respect to the materials. The only warranties for SAP Group
products and services are those that are set forth in the express
warranty statements accompanying such products and services, if any.
Nothing herein should be construed as constituting an additional
warranty.

Disclaimer

Some companents of this product are based on Java™. Any code
change in these components may cause unpredictable and severe
malfunctions and is therefore expressively prohibited, as is any
decompilation of these components,

Any Java™ Source Code delivered with this product is only to be used
by SAP's Support Services and may not be modified or altered in any

way.

Documentation in th
You can find this docy
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download the pdf and open with Adobe you can see valid Sign.
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Even after download and open it with adobe if the signature is still not verified, please check the
DIGITAL SIGNATRURE-TROUBLESHOOTING document.



4. Once the pdf is signed, the file is sent back to the INITIATOR.

INITIATOR SIDE:

1.INITIATOR logs into FLM and opens the file from INTRAY, under the NOTES & ATTCHMENTS tab,
under TO DIGITAL SIGN folder for the attachment (example 1234), the INITIATOR can see a link
Digitally Signed File which opens the signed pdf on click.
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On clicking of the link, we can see the signed PDF and can also download to local drive if needed

using the Download File link as shown in below screenshot.
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