DIGITAL SIGNATURE — TROUBLESHOOTING ERRORS

Configuration / technical issues while Registering or Digital Signing the files are listed along with

Error screenshots and troubleshooting:

@ Error

Signer Service is not running 11! Please make sure the service is running..

Close

SOLUTION: The error popup appears if the APTRANSCO signer doesn’t run in the taskbar in-tray.
Make sure the APTRANSCO signer service is running in taskbar in-tray.
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@ Error

‘You are not a digital certificate signer




SOLUTION: The user is not a Digital Signer, configuration should be done to enable the user as DSC
user. Please contact FLM TEAM.

@ Error

No active certificate found. Please register new certificate

i Close

SOLUTION: This popup shows that the user is DSC signer but does not have any active digital key
registered in the system. Close the popup and register the app using the SELECT CERTIFICATE button.
Refer DSC Registration Guide.

(@ ERROR

Please register certificate for signing digitally

SOLUTION: This popup shows that the user is DSC signer but does not have any active digital key
registered in the system. Close the popup and register the app using the SELECT CERTIFICATE button.
Refer DSC Registration Guide.



® ERROR

Flease use valid certificate for digital signature

SOLUTION: This popup shows that the digital key registered in the system is different from the key
used to sign the file. Make sure use the same key registered in the registration app.

() ERROR

Your active certificate is expired. Please register new certificate

Close

SOLUTION: This popup shows that the digital key registered in the system is expired. Please renew
the certificate and register new certificate.



(@ Error

Verification Failed. (Reason: couldn't get the trust certificate for the certificate:
C=IN,O=test, OU=test, CN=tesi11, SERIALNUMBER=EC00221DDC3CF3228CBB5525B4AD3080B70F264E5210581428CCC4B3B8E23212, ST=kamataka
& ErrorCode:

SOLUTION: This is the error from the server end. Please contact FLM team

@ ERROR

An exception was raised.

SOLUTION: This error occurs when the TOMCAT server is unavailable. Please contact FLM team.



SIGNATURE NOT VERIFIED icon on the digitally signed PDF.
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Please follow the below steps to resolve the issue.

Open the PDF and Right Click on the Signature. Click on the Validate Signature.
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Signature Properties

Signature validity is UNKNOWN.

Signing Time: 2018/05/18 17:22:27 +05'30"

Validity Summary

The document has not been modified since this signature was applied

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitte

The signer's identity is unknown because it has not been included in your list of

trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2018/05/18 17:22:27 +05'30"

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

Revocation checkin:
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Click on OK.
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Now the Signature is VALID.
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