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Creating a social media profile using
the identity details like name, address,
mail id, photograph etc., without the

knowledge of the person

Fraudsters use Fake Profile of the Victim

send friend

requests to other
friends of victim
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spread false or
fake information

r@x

A4/ damage the

‘/ reputation
of the victim

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Fake Social Media Profiles

What is it ?
Creating fake profiles is a cyber offence wherein the culprit creates
profiles with the name & identity of victim, also he may use social bots
(automatic computer programs) to create a fake profile with a false
randomly selected picture and details.

The culprit may operate with a fake profile to spread false or fake
information to damage the reputation of the victim, and may also send /
add friend requests to ather friends of victim.

Why should we be concerned ?

A fake social media profile created on anyone’s name can damage their public reputation. Also any communication
made by the culprit to the friends and family of the actual account holder through this fake account, can make them
vulnerable to attacks like phishing, financial scams etc,, as they can be tricked into providing their information by
the fraudster.

Important Tips :

= Always save the screen shots of the online incidents as proof to support your claim ar complaint with
relevant evidence, Also make a note of the persons mabile number and other details of the suspect or
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= Refer to the information given in the site related to various cyber crimes and related evidences to be

submitted for the same.

Haow we safi T rselves ?

As this type of offence can damage your enline reputation and public image, through false information spread by
culprit, you should take care of the following aspects to safeguard yoursell against this cyber offence.

Avoid sharing your
agersonal information like . .
address, mobile number r 2 Do niet share your Mever accept friend
ersc-rn;:l mail id and i persenal pictures requests without
U:jr-e, sensitive identity online publicly on appropriate verification
i Tk social media accounts and confirmation
related information on [ - '
social media,
Never click an
) EIETLI :;En:: ar Use different - " Be aware of security
dowriﬁluad anythin passwords for and privacy features
until you u‘e:ri'[ f g I'E ﬂ a different social and enable them
the aullthennci:' - media accounts on the social media
: / and emails ACOOUNTS

of the source

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Fathima is a spinster, Works as enginner
in good IT company. Her parents are
leoking for a groom to mary her

She had also registered to many
matrimonial sites hoping to find some-
one to marry her

One day she gets an message from a 30
yrs old man, showing interest to her

=
ddandy,

jﬁ ®
u ?@

UL AT

She search him online and found he is an
145 officer working in bangalore and
comes from a wealthy farmily

She finds him a good person and started
messaging and taking to him

Ta make her belive, He shawed her his 1D,
office, login details, family photos,

L

«d

friends, etc.
NEWS= | ”'f

[l
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One day he told, he got suspended fram
job because of some politics, so heis in
need of some money to get back his job

He hands overs his passport and other
documents to her and ask if she can
transfer 5 lakhs to his account

A week later, she reads in newspaper, he
was arrasted for cheating many womens
through matrimaonial sites

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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#PIBFactCheck

Aadhar IDs of children are not
required for POSHAN scheme

.

With <25% of children under 5 having #Aadhaar, Modi
govt threat to cut funds to states that don’t ensure
Aadhaar IDs for all children jeopardises free, nutritious
food for millions of children under 6, lactating women.
ptapasya_umm of @reporters_co reports

about:blank 5/16
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Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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"Black Basta" Ransomware
Virus Type: Ransomware

It is reported that a new ransomware called "Black Basta", is spreading across the globe. The variants
of this ransomware are focused on Windows platform, however, new variants targeting ESXi virtual ma-
chines running on Linux servers that facilitates the attackers with encrypting multiple servers with one
command are also developed. For attacking ESXi servers, ransomware looks for the fvmfs/volumes; the
location where VM s are stored in compromised ESXi servers,

The ransomware steals the sensitive data of the system before starting system encryption. Threat
actors maintain the 'Black Basta Blog' or 'Basta News' site on Tor where the data leak information of vic-
tims is handled.

Infection Mechanism:

The ransomware requires administrative privileges
for its encryption functionalities. Upon execution,
the encryptor deletes the shadow volume files
using vssadmin.exe so to make Windows recovery
difficult. The malware also changes the desktop
wallpaper and encrypted file icons as shown: ey e i P e i s By e

. E H E ﬂ H

Fan Propersios L ncal Comptis) E# The ransomware also has capabilities to hijack existing genu-
Fanees | LagGn | Biwcreary | Dperensons ine Windows FAX service and creating a malicious service
.::_T : named 'FAX'. The figure below shows the hijacked /malicious

i FAX service:
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SREIps: — : = Maintain offline backups of data, and regularly maintain

backup and restoration. This practice will ensure the orga-
nization will not be severely interrupted, have irretriev-
able data.

» Ensure all backup data is encrypted, immutable [i.e.,
cannot be altered or deleted) and covers the entire organi-

o | | zation's data infrastructure

s I[mplement all accounts with password logins (e.g., service
account, admin accounts, and domain admin accounts) to
have strong, unigue passwords.

Faor mare details visit: hitps:/fwww.cert-in.org.in/s2cMainServiet Ppageid=PUBVADI & VACODE=CIVA-2022-1993
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Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930
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For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Nmap:

Nmap ("Metwork Mapper") is a free and open-source
utility for network discovery and security auditing. It is a
very useful toal for many systems and network
administrators for tasks such as network inventory,
managing service upgrade schedules, and monitoring
host or service uptime. It uses raw |P packets to
determinge what hosts are available on the network,
what services (application name and version) those
hosts are offering, what operating systemns (and 05
versions) they are running, what type of packet
filters/firewalls are in use, and dozens of other
characteristics.
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Gordon “Fyodor” Lyon
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A representative Nmap scan

Target Specification

Everything on the Nmap command-line that isn't an option [or option argument) is treated as a target host
specification. The simplest caseis to specify a target [P address or hostname for scanning.

When a hostname is given as a target, it is resolved via the Domain Name System (DNS) to determine the P
address to scan. If the name resolves to more than one IP address, only the first one will be scanned. To make
Mrmap scan all the resalved addresses instead of only the first one, use the —resolve-all option.

For more details visit : https://nmap.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

Security Alert !
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A security flaw has been uncovered in the Google Chrome browser version prior to
104.0.5112.101, making it necessary for the Chrome users to update their web browser
to latest version immediately.

Advisory

It is advised that users running an older version of Google Chrome update their
browser version with relevant patches immediately.

How to download the latest Google Chrome update?

about:blank 9/16
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Infermation/Cyber Safety
and Security

Cyber Bullying

Cyber Stalking
Password protection
Online Predators
Intermet Ethics
Revenge pornography
Online Trolling ,
ete...

g o
: ’ r/
. "

For more boplcs, please visit
wwnaL infosecawareness.in

N
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@ infosecawarenesss
Q InfoSecAwa

@ infosec_awareness

G InformationSecurityAwareness
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Competition

Information/Cyber Safety
and Security

» Cyber Bullying

+ Cyber Stalking

+ Password protection

+ Online Predators

» Internet Ethics

+ Revenge pornography
« Online Trolling , etc...

about:blank 13/16
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For more information visit: www.infosecawareness, in/article/national-level-competitions2022

OCTOBER

 National Cyber Security Awareness N

"See Yourself in Cyber”

SECURITY TIPS FOR SOCIAL
MEDIA USAGE

» Block profiles from public searches.

 Log out after each session.

« Never Share social media credentials with any one.
» Never accept friend request from unknown person.

14/16
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» Never click on suspicious links.

« Keep the privacy settings of social media profile at the
most restricted levels, especially for public/ others.

« Apply maximum caution while sharing photographs,

status, comments etc. These may together reveal
enough about users.

it o qEay Wl %EI

mﬁm'ﬁ oF

gl ELECTRONICS AND CYBER S:WACHHTA KENDRA
e’ INFORMATION TECHMNOLOGY Botnet Cleaning and Malware Analysis Centre
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“See Yourself in Cyber”

Information/Cyber Safety : %
and Security s -

= Cyber Bullying

«  Cyber Stalking

=  Password protection
=  Online Predaters

s [nternet Ethics

+  Revenge pornography
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Join 2-hour course on
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- Online Trolling,
etc...

For more topics, please visit
wearws infosecawareness. in

@' infosec_awareness

G InformationSecurityAwareness
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"SECURITY is incomplete without U and I"

Indian Computer Emergency Response Team
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Morphin g

Morphing is altering or changing the pictures of the
person using morphing tools available online. The
altered picture are then used by perpetrators for

blackmailing, creating fake online profiles, etc....

pictures online publicly on

ﬁ Mever share your personal
sacial media accounts

about:blank
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Enable your security

and privacy features on

social media accounts
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Use watermark while
sharing pictures

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Stor ",EI‘ odard

_ Deepfakes

Janet is a college student and she isin
relationship with John since 3yrs.

She is a social media influencer and

regularly uploads photes and videaos.

Janet and John had a fight and
they both broke up.

Arjun, Janat senior gets to know about
Janet breakup. He takes this opportunity
and proposes her,

But Janet was still in love with John,
Later she breaks up with Arjun
and get back to John.

Arjun want to teach lanet a lessan for
playing with his feelings.

211
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Arjun creates deepfakes using her sacial The deapfakes created showed lanet
meclia photos and videos with artificial including in adultery with multiple
intelligence and other tools. partners and was viral on sodial media.

Most of them who received the photos
believed it Janet is now terrified about
this contenl on her social media account.

Brochure

Repert incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security

What is it ?

Morphing is altering or changing the pictures
of the person using morphing tools available
online. Young girls and women usually fall prey
at the hands of the online criminals, who use
their photographs posted online and misuse
these images by changing the pictures.,

The altered pictures are then used by
perpetraters for blackmailing you, creating fake
online profile, sexting, sex chats, pornographic
content, nude pictures etc,,

Socla

1]

3M



10/27/22, 11:06 AM CERT-In Security Tips for common users

Why should we be concerned ?

Marphing can damage your online reputation and cause emobtional trauma, you can be prone to threats from
perpetrators and may fall prey to their attempts at blackmailing you,

How can we safequard ourselves against such offence ?

Morphing can cause social stigma and can have damaging effect on you. It is therefore important to understand
the measures that can help you stay safe,

Use two factor
Mever share your personal

: 0 NSNS authentication with strong
1 pictures anline publicly on e £ ial
social media accounts NN e e
- L o W media accounts
e W

Enable your security
and privacy features on
social media accounts

Use watermark while
sharing pictures

Don't suffer In silence, know
that you are not alone, reach
out and seek help from
trusted family and friends.

P If you observe your
Save the evidence and the ) fake profile or any such
screan shots for referring to 4 = objectionable post on social
the Incident later = media, report on the social
‘ media help centre about it.

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

Ranictrmtinne far Aaninath Schama ara

about:blank 4/11



10/27/22, 11:06 AM

about:blank

CERT-In Security Tips for common users

-‘-'u--'-l T R WA W - "=- 'IF-"I W O e RN TR W

NOT being done Through WhatsApp

Agnipath Scheme 2022
Online Registeration Via Whatsapp

MYGOV
AGNIPATH SCHEME 2022

ADD WHATSAPP NUMBER
+919608439

Chck to interact with
MyGov Angipath Schep’ £

Helpline Number
Phone +815808430688
Toll Free Mumber: 0911

+918799711259 () th.h'% ©  erBFacicheck (@) ) /PiBFactCheck

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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HIVE RANSOMWARE

Virus Type: Ransomware

It has been reported that Hive ransomware isemploying a wide variety of tactics, techniques, and pro-
cedures (TTPs) to compromise business networks. Hive RaaS owners build personalized ransomware
kit, customized for various operating systems.

Infection Mechanism:

Hive affiliates resort to various initial compromise methods, such as vulnerable RDP servers, compro-
mised VPN credentials, as well as phishing emails with malicious attachments. Hive generally uses ap-
plications like Cobalt Strike, ConnectWise, ADrecon during the attack. Hive ransomware attempts to
dump credentials, cache clear text credential data and use tools like ADrecon to "map, traverse, and
enumerate” the Active Directory (AD) environment. It seeks processes related to backups, anti-vi-
rus/anti-spyware, and file copying and terminates them to facilitate file encryption. The encrypted files
commonly end with a .hive extension.

Best Practices and Recommendations: | e v S

*  Maintain offline backups of data,
and regularly maintain backup and res-
toration. This practice will ensure the
organization will not be severely inter-
rupted, have irretrievable data. R A M e R e e

irrevarsible dasaga

5. unmount ssternal storages

fom has perfect secrecy and 107 ispossinle
N

* Ensure all backup data is encrypt-

=, by s config Eetension = Filbes

ed, immutable (i.e., cannot be altered e R
or deleted) and covers the entire orga- DL L e
nization”s data infrastructure. D A L T e ] MAme

im1:08 £oil Seid 115 KB A CHeLF P Curlmain Tos
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s Implement all accounts With pass- Fig .1 Ramsarm Aot by Hie Ransarwars
word logins [(e.g., service account,
admin accounts, and domain admin accounts) to have strong, unique passwoards.

* Implement multi-factor authentication for all services to the extent possible, particularly for web-
mail, virtual private networks, and accounts that access critical systems.

= Remove unnecessary access to administrative shares

For more details visit: hitps./fwww. cert-in.org.in/s2cMainServiet Ppageid=PUBVADI & VACODE=CIVA-2022-1973
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber SECUTE’E}’

TOOLS Awareness Month O il

WIRESHAR 7=

Wireshark is a free and open-
source tool for network protocol
analysis. This tool enables
security professionals to observe
the network at a minute level by
viewing the traffic, dumping
specific packets, checking the Download Learn Go Beyond

packet format and finding T [Tt i
network issues this way. It allows
for deep inspection of hundreds
of protocols. |t also supports live
capture and offline analysis of

7
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data and offers decryption for multiple protocols such as for many protocols, including IPsec, ISAKMP, Kerberos,
SNMPv3, SSL/TLS, WEP and WPA/WPA2.

Wireshark has a rich feature set which includes the following:

Deep inspection of hundreds of protocols, with
more being added allthetime

Live capture and offline analysis

Standard three-pane packet browser
mMulti-platform: Runs on Windows, Linux, macO5s,
Solaris, FreeBsD, NetBSD, and many others
Captured network data can be browsed via a GUI,
orvia the TTY-maode TShark utility

The most powerful display filters in the industry
Rich VolP analysis

Read/write many different capture file formats:
tepdump (libpcap), Pcap NG, Catapult DCT2000,
Cisco Secure DS iplog, Microsoft NMetwork
Monitor, Netwaork General Sniffer® (compressed
and uncompressed), Sniffer® Pro, and NetXray®,
Metwork Instruments Observer, NetScreen
snoop, MWovell LAMalyzer, RADCOM WAN/LAN

Analyzer, Shomiti/Finisar Surveyor, Tektronix
K12xx, Visual Metworks Visual UpTime,
WildPackets EtherPeek,/TokenPeek/AiroPeek,
and many others

Capture files compressed with gzip can be
decompressed on the fly

Live data can be read from Ethernet, IEEE 802.11,
FPR/HDLC, ATM, Bluetooth, USB, Token Ring,
Frame Relay, FDDI, and others {depending on
vour platform)

Decryption support for many protocols, including
IPsec, ISAKMP, Kerberos, SMMPy3, S5L/TLS, WEP,
and WPA/WPA2

Coloring rules can be applied to the packet list for
quick, intuitive analysis

Output can be exported to XML, PostScript®, C5V,
or plain text

For more details visit : https://www.wireshark.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Information/Cyber Safety
and Security

» Cyber Bullying

+ Cyber Stalking

+ Password protection
+ Online Predators

» Internet Ethics

+ Revenge pornography
+ Online Trolling , etc...
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Awareness Month October., 2022

“See Yourself in Cyber”

Theme

Information/Cyber Safety
and Security

Cyber Bullying

Cyber Stalking
Password protection
Online Predators
Intermet Ethics
Revenge pornography
Online Trolling ,
ete...

For maore toplcs, please wisit
wownwL infosecawareness. in

~

Q infosecawarenesss @ infosec_awareness

e InfoSecAwa ) 6 InformationSecurityAwareness

Join 2-hour course on

about:blank 10/11
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Cyber Stalking

A cyber stalker makes use of internet and electronic means to monitor
your online activities and track your whereabouts to harass, intimidate,
embarrass, accuse, threaten, commit identity theft or malware attack.

always better to restrict the pri- o
[ ]

ing on social media account -

e

your family & known friends :
i

Always check the authenticity of
the person on social media before
accepting a friend request

about:blank
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dNONYmMous  persons /| COMm-
ment on your social media posts

Also disable your location on
your social media account.

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Secun'ty :
el -y Awareness Month

Why should we be concerned ?
Cyhber stalking can not anly be disturbing and stressful but it can alse put you in danger of being attacked by the
stalker either online or offline,

Important Tips :

¥ Always save the screen shots of the online messages, comments, conversations or communication
as proof te support your claim or complaint with relevant evidenice, Afso make a note of the persans

about:blank
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mobile number and other details of the suspect or culprit.

¥ Refer to the information given on the site cybercrime.govin related to various cyber crimes and
related evidences to be submitted for the same.

How can you safeguard yourself against cyber stalking?

Cyber stalking can cause extreme mental distress and can cause post-traumatic stress disorder because of the
harassment of the stalker, hence it is important that you know about measures to protect yourself,

It is always better o

) ; Always disabrle
restrict the privacy Always check the ';D:?..FGPS e
setting on social media authenticity of the your device if you
account within your persan on social media o
family & known friends before accepting a i :: a5 wmn&i "
hitps:fwwe faceb ook com)/ friend request cation/GES > disable
halpy'; hitpsihelp tevittarcam) locxtien
an; hetps:fhelp.instagram I
comyf
Mever share your Always be alert about the
personal information online comments posted
Also disable phatos of videos s on your photos or any
q A yvour location Tt S ST e activities, if you feel that
- s on your social and restrict posting m the comments are being
ﬂ — - q T S s BAEE cant from an unknown/
updates an social Cdr A B ]
platforms immediately block thern.

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Storyboard Awareness Month
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Location sharing only to known people
- _ e

| wow, that's greal, | wil
ity past il i ey
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It is et friend dbd, Slso when wi
shame inleresting updales abowd us in
i socxsl medo cur olowsn, vews
i leis incrdse

W will by Irarenliing 1o
Whisnnad. Alscsy Munnar

about:blank
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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No such aid is being given
by Finance Ministry

by the indian people, the Ministry of Finance decided to give
every citizen an amount of ( INR 30,628 ) to reduce the severity

of the crisis

Register for support

#PIBFactCheck
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Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Malware Alerts Awareness Month October, 2022

LockBit 2.0 Ransomware
Virus Type: Ransomware

It has been reported that the LockBit2.0 ransomware, which operates as an affiliate-based Ransom-
ware-as-a-Service (Raas) ramped up its targeted attacks.

Infection Mechanism:

LockBit 2.0 is spreading through a variety of technigues, including, but not limited to, purchased access,
unpatched vulnerabilities, insider access, and zero day exploits.LockBit 2.0 also developed a Li-
nux-hased malware that takes advantage of vulnerabilities within VMWare ESXi virtual machines.

m lOCKm The following are the tools and components that

ensure LockBit's smooth execution:

* delsvc.bat ensures that crucial processes, such
FTRRDITE IMPORTANT FILESEGIJSTOLEN AND ENCRYPTED as MySQL and QuickBooks, are unavailable. It also
stops Microsoft Exchange and disables other related
services.
* AVbat uninstalls the antivirus program ESET.
» LogDelete.bat clears Windows Event Logs.
» Defoff.bat disables Windows Defender features

IO ATV FUEE T
o0 M il bl

Ramsom note by Le<kiie L0 ransomuvare such as real-time monitoring.
The malware comes with a hidden debug =
window that can be activated during the infec- | = LocKam
tion process using the SHIFT + F1 keyboard
shortcut. b
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Best Practices and Recommendations: ]

»  Maintain offline backups of data, and regu-
larly maintain backup and restoration. This
practice will ensure the organization will not be
severely interrupted, have irretrievable data.

» Ensure all backup data is encrypted, im-
mutable (l.e., cannot be altered or deleted) and —
covers the entire organization's data infrastructure e

*  |mplement all accounts with password logins (e.g., service account, admin accounts, and domain
admin accounts) to have strong, unigue passwords

For mare details visit: https:/fwww.cert-in.org.in/s2clainServiet 2pageid=PUBVADI & VACODE=CIVA-2022-1953
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Greenbone OpenVAS

Open Vulnerability Assessment Scanner

Open Vulnerability Assessment Scanner

OpenVAs is an all-in-one vulnerability scanner that comprehensively tests for security holes, misconfigured
systems and outdated software, The scanner gets the tests for detecting vulnerabilities from a feed with daily
updates. Its capabilities include unauthenticated and authenticated testing, high-level and low-level internet and

industrial protocals, perfarmance tuning for large-scale scans and a powerful internal programming language to
implement any type of vulnerability test.
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Installation

OpenvAs is an all-in-one vulnerability scanner that comprehensively tests for security holes, misconfigured
systems and outdated software. The scanner gets the tests for detecting vulnerabilities from a feed with daily
updates, Its capabilities include unauthenticated and authenticated testing, high-level and low-level internet and
industrial protocals, performance tuning for large-scale scans and a powerful internal programming language to
implement any type of vulnerability test,

G Evgish | Do

.Z .:]'_UPEHUA'E Aot DparAilh Try ot Cpan'ei s Sapaom Davsboorrant m
il | —| News

_. Rirecsrm g (R AL

i _\-c.;' EEnEn
|

i N e

i

e —— e =iaia

1

The world's most advanced Open Source
villnerability scanner and manager

& 3 TR0 o SEVEral SENEs and 00 oRSINg 3 COMRprenciTsve AN prwsrisl
sty moannemg and voinstabishy managETen sohrken

Discover OpentiLs Try ot CpertAS Jizdn the commamity

BT bl TR m i 1ead reone Bl Wi hidp i

T bt of o wahten Luwm sbeaf Py ool

For more details visit : https://openvas.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Android Online Banking Trojan SOVA

A mobile banking malware is targeting the customers
in Indian cyberspace using SOVA android Trojan with
the ability to harvest credentials (usernames and
passwords) for ransom.

The malware hides itself within fake android
applications displaying logos of legitimate applications
like Amazon and Google Chrome to deceive users into
installing them.

The SOVA Trojan upgraded its capabilities to target
nearly 200 mobile applications, including banking apps,
crypto exchanges and wallets.

Captures the credentials Intercept two-factor Steal cookies Capture keystrokes
of net banking apps and authentication codes
access bank accounts

T N
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Takes screenshots Records video Perform gestures like May lead to large-scale
screen click, swipe etc financial frauds

Modus Operandi

Trojan will be Send details of Communicate with
installed /distributed applications command and control
via message installed on the device server

Advisory

Download applications only from Avoid downleoading apps from
trusted sources like legitimate SMS, APls, social media messages,
websites or authorized app store or by clicking advertisements
Be cautious about allowing Properly verify the app
any permissions during the details in the developer's website
installation of the applications before downloading it
[ r——a 1 Arvrmiel Tmetrallimen e mdaila Plmar sibmemd e Fm mes rim s
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| AD 1 | applications that have typo and comments of the users, —
graphical/ grammatical mistakes before installing any applications =

in its descriptions

Use a trusted anti-virus
software for mobile security to
stay safe from android malware

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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“See Yourself in Cyber”
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Theme
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Information/Cyber Safety
and Security

Cyber Bullying
Qf f;f :"; ‘f /.’ ; Cyber Stalking
rf‘/ : : Password protection
it Online Predators
’ Internet Ethics

.,,_g /(:,-j‘/ L4 L ' B - Revenge pornography
’ y Online Tralling ,
ete...

For more toplcs, please visit
v infosecawareness. in
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e infosecawarenesss ; i @ infosec_awareness

o InfoSecAwa G InformationSecurityAwareness

Join 2-hour course on

B EER EE"RE

awareness.in National Cyber Security
Awareness Month SSesssw 7
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.

Information/Cyber Safety
and Security

» Cyber Bullying

« Cyber Stalking

+ Password protection
» Online Predators

+ Internet Ethics

+ Revenge pornography
« Online Trolling , etc...
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Enhancing Cyber Sacurily in lndia @

"Stronger the Password, Stronger the security"

WIAWW,

awareness.in

National Cyber Security

Awareness Month October, 2022

Poster

What is CYBER BULLYING @

Cyberbullying is bullying which happens among kids that take place using electronic
technology. It can be carried out through electronic technology includes devices and
equipment such as cell phones, computers, and tahlets as well as communication tools
including social media sites, text messages, e-mail, chat rooms, discussion groups and

websites in Internet.

CYRER
BULLYING
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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CYBER BULLYING CAN BE DONE IN THE FOLLOWING WAYS:

Forwarding a private IM communication to others E !

A kid/teen may create a screen name that is very similar to another kid's name.

The name may have an additional "i" or one less "e". They may use this name to

say inappropriate things to other users while posing as the other person. Children —— .
may forward the above private communication so others to spread their private

communication. ;
Impersonating to spread rumours

Forwarding gossip mails or spoofed mails to spread rumours or hurt another kid or teen.
They may post a provocative message in a hate group's chat room posing as the victim,
inviting an attack against the victim, often giving the name, address and telephone
number of the victim to make the hate group's job easier.

Posting embarrassing photos or video

A picture or video of someone in a locker room, bathroom or dressing room may WQ‘
be taken and posted online or sent to others on cell phones. 4 ..‘.i‘.g 1Y

(] &7 F M
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Now-a-days children use Web sites to tease each other . Kids sometimes create
Web sites or blogs which may insult or endanger another child. They create pages
specifically designed to insult another kid or group of people.

Humiliating text sent over cell phones

A picture or video of someone in a locker room, bathroom or dressing room may be you are
taken and posted online or sent to others on cell phones. fat

- Sending threatening e-mails and pictures to hurt another
.__I Children may send hateful or threatening messages to other kids, without realizing

that while not said in real life, unkind or threatening messages are hurtful .
Insulting other user in Interactive online games

Kids/Teens verbally abuse the other kids/teens, using threats and foul language
while playing online games or interactive games.

Stealing Passwords

A kid may steal another child's password and begin to chat with other
m@ people, pretending to be the other kid or by changing actual user profile.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Cyber Bullying

T |Meanwhile, Chintu's mother comes there..
You are an ugly girl and yo B
can never be a beautiful one _) ey

(What are yeu doing? Oh miy geodeess! | didnt axcopt
my son wiould be so raughey and wou Pinbu, | thoughi
ol waere @ oo by
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! stop talking nonsense, those wha!
are good are always be loved and cared. [Remember! It is nat only an ethic but also a
‘You study hard and secure mare than onminal offence as per IT act 20040
her, but nat this way, | didn't exgpect this| & .

fram you, Do veu knew what were you
_fJnlng?This Is called Cyher bullying. i

N

0 Wal You know., Tarais a new girlwho camel] | _
10 cur class steod first in the class and now| = *
v the teachers adore her like a princess _

/

[ Marecwer i My Calse harm tes e | Fou may also ke a victim Tor su;.l;"'
enikire farmily... 7] cases,, Whenaar you face such

§r siteations.. Please disaiss about it
waith yoar family

S

Heay] Mo lets go to Tara's house,, both of
o vl apologise and asswre ber that such
things will not happen again

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in

RFOLRATION THCHHOLOGY |

about:blank 4/11



10/27/22, 11:06 AM

about:blank

CERT-In Security Tips for common users

This Appointment Letter issued
in the name of CBIC is FAKE
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Diavol Ransomware
Virus Type: Ransomware

It has been reported that a newly surfaced malware named "Diavol Ransomware" compiled with Mic-
rosoft Visual C/C++ Compiler is encrypting files using user-mode Asynchronous Procedure Calls [APCs)
with an asymmetric encryption algorithm. Recently, it has been reported that the Diavel malware has
been spreading via email, which includes a link to OneDrive. The OneDrive link, directs the user to
download a zipped file which included an ISO file containing a LNK file and a DLL. Once opened (mount-
ed) on the users system, the LNK file masqueraded as a Document entices the user to click/open it.
Once the user executes the LNK file, the malware infection will be initiated.

Infection Mechanism:

Once executed, the Diavol malware carries out pre-processing on the victim system including register-
ing the victim device with a remaote server, terminating running processes, finding local drives and files
in the system to encrypt, and preventing recovery by deleting shadow copies. Then, the files are locked
and desktop wallpaper is changed with a ransom message.

LB vy sl vty K pracessts
-1 . -3
* o i) T ol -1
Get Diaved Unlocher
- P T e

Best Practices and Recommendations:

* Update software and operating sys-
tems with the latest patches. Outdated
applications and operating systems are
the targets of most attacks.

* Scan all incoming and outgoing emails
to detect threats and filter executable

6/11
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e ke files from reaching end users.

i

Unbacn | R

» Metwork segmentation and segregation into security zones - help protect sensitive information and
critical services. Separate administrative network from business processes with physical controls and
Virtual Local Area Metworks.

* Restrict users’ permissions to install and run software applications, and apply the principle of “least
privilege” to all systems and services. Restricting these privileges may prevent malware from running or
limit its capability to spread through a network.

* Configure firewalls to block access to known malicious |P addresses.

For more details visit: https:/fwww.cert-in.org.in/s2clainServiet 2pogeid=PUBWADI & VACODE=CIVA-2021-1933

T TV T Iy

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
TOOLS Awareness Month October, 2022

W seagavin

Nikto?2

Nikto is an Open Source (GPL) web server scanner which performs comprehensive tests against web servers for
multiple items, including over 6700 potentially dangerous files/programs, checks for outdated versions of over
1250 servers, and version specific problems on over 270 servers. It also checks for server configuration items such
as the presence of multiple index files, HTTP server options, and will attermpt to identify installed web servers and
software, Scan items and plugins are frequently updated and can be automatically updated.

Mikto is not designed as a stealthy tool, [t will test a web server in the guickest time possible, and is obvious in log
files or to an IP5/105. However, there is support for LibWhisker's anti-1D5 methods in case you want to give it a try
(or testyour IDS system),

about:blank 7111
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Mot every check is a security problem, though meost are, There are some items that are "info only" type checks that
look for things that may not have a security flaw, but the webmaster or security engineer may not know are
present on the server. These items are usually marked appropriately in the information printed, There are also
some checks forunknown items which have been seen scanned for in log files.

Features

awareness.in

about:blank

5510 Support (Unix with OpenSSL or maybe
Windows with ActiveState's

Perl/Mets5L)

Full HTTP proxy support

Checks for outdated server components

Save reports in plain text, XML, HTML, NBE or TSV
Template engine to easily customize reports

Scan multiple ports on a server, or multiple
serversvia input file (including nmap cutput)
LibWhisker's IDS encoding technigues

Easily updated via command line

Identifies installed software via headers, favicans
and files

Haost authentication with Basic and NTLM
Subdomain guessing

Apache and cgiwrap username enumeration
Mutation technigues to "fish" for content on web
Servers

Scan tuning to include or exclude entire classes of

vulnerability

checks

Guess credentials for authorization realms
{including many default id/pw combaos)
Authorization guessing handles any directory, not
justthe root

directory

Enhanced false positive reduction via multiple
methods: headers,

page content, and content hashing

Reports "unusual” headers seen

Interactive status, pause and changes to verbosity
settings

Save full request/response for positive tests
Replay saved positive requests

Maximum execution time per target

Auto-pause at aspecified time

Checks for common "parking" sites

Thorough documentation

For more details visit : https://cirt.net/Nikto2

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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“See Yourself in Cyber”

Theme

Information/Cyber Safety
and Security

Cyber Bullying

Cyber Stalking
Password protection
Online Predators
Internet Ethics
Revenge pornography
Online Trolling ,
ete...

For more toplcs, please visit
v infosecawareness. in

s

infosecawarenesss 2 @ infosec_awareness

InfoSecAwa ) 6 InformationSecurityAwareness

Join 2-hour course on

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For mare information visit: wwwisea.aowv.in and www infosecawaraness.in
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National Cyber Security
Awareness Month Gyesssw iy,

—

Competition

Information/Cyber Safety
and Security

« Cyber Bullying

« Cyber Stalking

+ Password protection
+ Online Predators

« Internet Ethics

+ Revenge pornography
« Online Trolling , etc...

Wiw.isEa.gov.in
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Enhancing Cyber Sacurily in lndia @

"Be Updated and Stay Protected"

WIWW,

awareness.in Natl'onal Cyber Secun'ty
I:_'J {--) = Awareness Mﬂﬂ'th Dcrﬂber, 2022

N\

I
ROLLING

Online Trolling is posting inflammatory, abusive, offensive, controversial,
irrelevant messages against a person.

il
= =
Do not feed the trollers, Stay calm Think carefully and thoughtfully
and block themw before respondlhg

about:blank 113
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Put them off with humor or Take screenshol as an evidence
very kind response with specific and immediately file complaint
relevant facts against the Troller

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
il allcly Awareness Month sy
NE Dangers
l = Stress
» Depression
sz z:*‘"‘“"m ey Y « Self-harm
o | rﬁ_ﬁm-m%“ » + Suicidal thoughts

14 Points to identify the troll
S 4

+ Spelling & grammar mistakes

+ Exaggeration -
e 2p - )
e .tf,.“ mi?ge.mlued Kﬁ s
+ Making it personal S~
Online trolling is posting inflammatory, abusive, offensive, contraversial, .
irrelevant messages against a person. MOd L5 operandl
Trolling can start off a heated battle of words among the members in the ErEEa 1Y
group against each other while the person who started it enjoys the frus-
trated responses. The troll sends
pmnc,ame messages/
o e g e G| nnsts to the targeted
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T vzonin the group,
~, €content page

E% | Do not react to trollers,

| Stay clam and block
) them

. Put them off with kind
response and specific
relevant facts

! Enable security and
gy | privacy settings in your
. social media accounts

f
Think carefully and %
thought- fully before -
responding 21
reaci &V Wait for the
m
- | an, vieti
Always reinforce about . dfeeds op jy to mcrl:'
no troll policy in the I | ol ors tp
— take gjg,
group I &,
Restrict your privacy )
settings to your known ﬁ 3
contants only @
Theirintentiste.
ass and trat
har; vhe victim

Immediately complain
~ against the troll to the
social media help centre

Svethe sceechot e % |
evidence for referring to \\(_-_._i | I
the incident later. = 5

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Storyboard

Be aware of Trolling
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Shruthi is a simple girl, Hailing from a
middle class family. She believes in
moarals and ethics.

CERT-In Security Tips for common users

The student in college where maostly
carefree types and fashion freaks

Every day they would make fun of her,
call her by differents names and make her
feal miserable

W

}

Mind Tnur_
own busin

Rohan, the most famous boy in the
college called Shruthi a gawae & told her
to go back to her village

Shruthi decided to put a full stop to this
menace, She gains courage and asks him
to get lost and mind his business

SR
-I"*Il 5

Irritated Rohan goes back home & adits
adults jokes with shruthi’s name and
forwards to his frends

Also makes a troll page of shruthi,
uploads memes and funny viedos of her

o

Shruthi becomes a laughing stock and
now wishes to discontinue her studies

Shruthi later realizes she should do
complaint to college authorities or to
women’s police station

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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#PIBFactCheck

The Ministry of Finance has not
issued this Memorandum!
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Goverramsert of india

Ministry of Finascoe
Department of Expenditure

Horth Block, Mew
Deitd Dated the 7) Aot
1012

QFFCE MEMORANDUNM

Saubgect Grant of Dearmeis Allowance 1o Central Gower nment employeet - Reviaed Rates
eflective frem 01.07_2022

The underiigned i deected lo reler o this Messtry's Offioe Memmor andumns Mo 174/ 2021 L8
Al dated 25 October, 2031 o the subject mentioned sbove ardd 10 3y Tt the Prossdent o pleased
w0 decids that the Dearneu Alowaace piyable 1o Centry Gowernment employess thsl be erhanced
o the suiiling rate of 3J4% w Mol tre Banic Pay with effect Troen 1 = kuly, MO21
3 Ths tmrm Baia Py o thae reviasd pay itirediie s msara he pay drses o s prearibed Leesl
m T Poy Mawe mper 7 OPC recommencabon sooepied by the Gowernment, Bul doe not inchuds
arvy obhay typed OF iy bie wpedisl pay, ol

1 T Dweas ras Alvwanar sl Loniases 0 be o dodinl =
e freated aa iy willhen the snbat of F& 3 21)

4 Thod PayFrairt &R MEount of Desrneii AlSwsts
B FonnOed GO BN AEWE PR fupses S the fracmor

% M pryment of arregss o Dedrness Al
by ment o 10ary of September 007

L] These orders shall abho apoly te the owi

7 oo Far o Vhe persora werveng o the indie

6.

muardated wnder Litiche [AE[S of the Couttution of ind. .--"'"_'-

To
A MinistrieyDe partments of the Government of inddss (2 per standsrd dstribution lint)
Copy to: CEAG, UPSE, etc, a3 per standard endociermnent s

() +918799711259 () sociaimedia@pib.gov.in = )  @riBracicheck () ) /PiBFactCheck

5/13



10/27/22, 11:06 AM

about:blank
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For more information visit: www.isea.gov.in and www.infosecawareness.in
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BotenaGo Malware
Virus Type: Backdoor/Malware Botnet

It has been reported that a newly surfaced malware written in Google's open-source programming lan-
guage Golang, is targeting Linux-embedded routers and Internet of Things (loT) devices through bot-
nets. The malware is utilizing 33 different exploits to compromise routers and loT devices, It works by
creating a backdoor to the device and then waits to either receive a target to attack from a remote op-
erator through port 19412 or from another related module running on the same machine.

Infection Mechanism:

The new Golang-based malware botnet incorporates more than 30 exploits for a variety of routers, mo-
dems, and Network-attached Storage [NAS) devices. As listed by Alien Labs, the vulnerabilities with CVE
numbers, which can be exploited by new BotenaGo malware are listed below. In addition, some of the
vulnerabilities have alsa been disclosed without CVE.

The malware botnet deploys a backdoor on the compromised device, and then waits for commands -
either from a remote operator or a malicious module on the device - to initiate an attack.As part of a
typical BotenaGo attack, the malware first maps potential targets to attack functions, then queries the
target with a GET request, after which it searches the returned data, and only then it attempts to ex-
ploit the vulnerable target. R AMERASITIES AP TECTIn e
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& OSSEC

OS5EC is a free program for cybersecurity professionals that's been touted as one of the most popular systems for
intrusion detection and prevention, Made up of multiple components including a server, agent and router
monitor. O55EC is capable of rootkit detection, system integrity checking, threat alerts and response. One of
OSSEC's highlights is its comprehensive log analysis tool, empowering users to compare and contrast log events
from many different sources.

OSSEC is a scalable, multi-platform, open source
Host-based Intrusion Detection System (HIDS)
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OSSEC Features

Log based Intrusion Detection (LIDs)
Actively monitars and analyzes data from multiple
log data points in real-time

Rootkitand Malware Detection
Process and file level analysis to detect malicious
applications and rootkits

Active Response

Respond to attacks and changes on the system in real
time through multiple mechanisms including firewall
palicies, integration with 3rd parties such as CDN's
and suppaort portals, as well as self-healing actions

Used By Almost Everyone

Compliance Auditing
Application and system level auditing for compliance
with many common standards such as PCI-D55, and

Cls benchmarks

File Integrity Monitoring (FIM)

For both files and windows registry settings in real
time not only detects changes to the system, it also
maintains a forensic copy of the data as it changes
over time.

System Inventory

Collects system information, such as installed
software, hardware, utilization, network services,
listeners and otherinformation.

OS5EC is a growing project, with more 500,000 downloads a year. It is used by everyone from large enterprises to
small businesses to governments agencies as their primary server intrusion detection system — both on premise
and in the cloud. In addition to being deployed for server protection, O35EC, is commonly vsed strictly as a log
analysis tool, monitoring and analyzing firewalls, 1D%s, web servers and authentication logs.

For more details visit : https://www.ossec.net/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Telegrom

Hijacking

Instant Messaging (IM) Apps have become popular medium of communica-
tion among individuals. Fraudsters have targeted the app users and have ma-
naged to device ways and means to take over or hijack their IM accounts to
commit cyber offences by impersonating them. Users need to be aware and
alert about these frauds with necessary safety measures against the same.

How does Telegram Hijacking happen?

The user receives a message from Telegram application containing a 5-digit
login code to open a Telegram account.

The user receives a message from a fraudster, requesting a screenshot of
their Telegram chat with a 5-digit login code.

 Mossnges

Tidizgram

The login code will be visible to the fraudster, to hijack the user account.

Using the hijacked Telegram account, the fraudster will contact people in
the user's contact list and use various methods to request for money to be
transferred A————
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Hi Jim, I'm

Precautions

- Mever share verification codes with anyone,
even if you know them.

- Beware of unusual requests received over Tele-
gram or other messaging apps.

= Turn off notification preview for SMS. Anyone
who can see the verification code on your
phone can easily hijack your account.

- Enable "Two-Step Verification' for your Telegram account.
Go to Settings > Privacy and Security >
Enable Two-Step Verification

. Log out of Telegram web/ desktop when you finish using it.

+ If your Telegram account has been hijacked Inform your family and friends that
your account has been hacked, and they should not respond to any Telegram mes-
sages that appear to be from you.

- Warn others not to share their verification codes or any other confidential infor-
mation.

- Report to Telegram regarding your stolen account. https:/telegram.org/support

. Complain at www.cybercrime.gowv.in

How to secure your Teleg ram account

« Use Two-Step Verification

: Make your phone number private

about:blank 10/13
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+ Once enabled, you will need both an SMS code and a
password to log in.

+ If any third party doesn't know which phone number
you are using on your account, it will be more difficult
to breach your account privacy.

- Secret Chats: Telegram secret chat uses end-to-end
encryption so No one can see your conversation even if
they have access to your account.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Information/Cyber Safety
and Security

» Cyber Bullying

« Cyber Stalking

+ Password protection
+ Online Predators

» Internet Ethics

« Revenge pornography
+ Online Trolling , etc...
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Enhancing Cyber Sacurily in lndia @

"Protection is better than mitigation"
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S AL LRSS Manitor their digital

behavior, time spent and ; ] -
but remember they do not lkeep an eye on their Discuss the online risks and

cover everything Internet usage the precautions with your
child

Online gaming safety
for parents

DOWNLOAD GAME
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et 20X 20y =
Protect your devie . Don't let your children
ensuring up-to-date download anything without

antivirus, firevwall and YOUr permission
parental controls

Con't let yvour children fall
prey to cyber bullying

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Online Gaming Safety
For Parents

Do’s Don’ts

behavior, time spent children to meet any
and keep an eye on stranger from the - -
their internet usage online world L |

Monitor their digital Don't allow your '%:
&
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Protect your Don't download
computer/devices by software's and
ensuring up-to-date games from
anti-virus and unknown websites
parental controls

Update yourself Don't let your
about the threats children to play
and risks arising in online game without
the Internet world knowing its effects
and your supervision

Discuss the online Don't let your
risks and the children fall prey
precautions with to cyber bullying
your child

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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She had no friends and her classmates
used to ignore her beacuse she was too
simple to gel among them

-

Because of loneliness, she ended up
clicking a link that she received in her
mail, which read- The Blue Whale Game

Devika was excited to play this game. |t
had fifty levels each level had a task to be
executed

Completing each task gave her a brownie
point, she felt good. The dopamine rush
got her addicted to it

Dangerous task like tattoing on the body
with knife, graveyard walks were
assigned

Mo one bothered inspite of seeing
changes in her

Final task was to commit suicide by
hanging. She wrote an apalogy to her
parents and hanged

! uatsly pesple leeerd e
! s r]]ram!u:-'i"
0 ety The il or
Lieggy

The letter read | wish people loved me. |
was ignored so whats the point in living

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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REvil Aka Sodinikibi Ransomware
Virus Type: Ransomware

It has been reported that the ransomware strain attributed to REvil is again highly active/ spreading.
The attack vector includes Ransomware-as-a-service (RaaS) operation, operating since April 2019, In
the recent supply-chain ransomware attack against Kaseya VSA and the multiple managed service pro-
viders [M5Ps), VSA software (a software platform designed to help manage IT services remotely) used
to deliver payload (REvil ransomware) via a Kaseya update and using the platform's administrative privi-
leges to infect systems. Once MSPs are infected, their systems may be used to attack clients that they
provide remote IT services for (network management, system updates, backups and others). As per re-

ports, the notorious REvil ransomware already linked to attacks on Acer and meat supplier JBS earlier
this year.

Countermeasures: P S N

Gararal | Compautility| Digilal Sigealeras  Sacerity | Desits | Pravious Varsions
e KASEYA VSA advised their customersfusers to § | ' A :
IMMEDIATELY shutdown and SHOULD CONTINUE TO Diginal Signaure Details (- ]
REMAIN DOWN UNTIL FURTHER INSTRUCTIONS Gerwra! | fbmacrd
FROM KASEYA ABOUT WHEN IT IS SAFE TO RESTORE . gorammrsiviy
OPERATIONS. KASEYA VSA UPDATED notice will be
issued HERE Signer information

Hame: [Feas TransroRT Lo

« Users are advised to disable their RDP if not in o PSSt S
use, if required it should be placed behind the fire- D [P
wall and users are to bind with proper policies while Vi Certficets
using the RDP. Comersgrares
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» Restrict execution of Power shell /WSCRIPT in
enterprise environment Ensure installation and use
of the latest version (currently ¥5.0) of PowerShell,
with enhanced logging enabled. Script block log-
ging, and transcription enabled. Send the associated
logs to a centralized log repository for monitoring
and analysis.

Reference:https://www.fireeye.com/blog/-
threat-research/2016/02/greater_visibilityt.html

Heme of sgn.. E-mal 2ddre... Timestamp

The agent.exe is signed using a certificate from
"PBO3 TRAMSPORT LTD" and includes an em-
bedded 'MsMpEng.exe' and 'mpsve.dll,’ with
the DLL being the REvil encryptor.

For maore details visit: https:/fwww.cert-in.org.in/s2cainServiet 2pogeid=PUBVADI & VACODE=CIVA-2021-1894
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Snort

Snort is an open-source network intrusion prevention and
intrusion detection system capable of real-time traffic
analysis and logging. It uses a series of rules to identify
malicious network activity, find the packets and generate
alerts. This packet sniffer is managed by Cisco. It actively
searches and analyses networks to detect probes, attacks
and intrusions. Snort accomplishes this by fusing a sniffer,
packet logger and intrusion detection engine into a single

package.
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More Adaptable

Snort 3 s redesigned in C++ which makes the
code base more modular and easier to maintain
anyournetwork.

Meore Customizable

Plugins with Luajit allows users to write their
own plugins much easier than before to do
things like add your own Snort Rule options, in-
depth file processing, and more.

More Efficient

Threading and shared memaory allow you to scale
Snort 3 to your network and create a much faster
start-up. This allows multiple packet processing to
free up more memory for more packet processing
power.

Better Performance

snort Rule Syntax has been updated to make it
easier to write and to understand, especially for
new users. The rule syntax is more concise with
fewer rule parts which will allow rules to run
quicker.

For more details visit : https://www.snort.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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“See Yourself in Cyber”

Theme

Information/Cyber Safety
and Security

Cyber Bullying

Cyber Stalking
Password protection
Online Predators
Internet Ethics
Revenge pornography
Online Trolling ,
ete...

For more toplcs, please visit
v infosecawareness. in

s

infosecawarenesss 2 @ infosec_awareness

InfoSecAwa ) 6 InformationSecurityAwareness

Join 2-hour course on

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For mare information visit: wwwisea.aowv.in and www infosecawaraness.in
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Competition

Information/Cyber Safety
and Security

« Cyber Bullying

« Cyber Stalking

+ Password protection
+ Online Predators

« Internet Ethics

+ Revenge pornography
« Online Trolling , etc...
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IDentity

THEFT

Stealing of sensitive personal information of an individual
to commit fraud is known as identity theft.

2 Do not post or give your

: i i identificati d/detail
T|p5 to kl Monitor your account online. mE:n;r;ﬂe.mﬁf etails
prevent z

5 T
[ O] PRESSr K ERERL, (it = a &
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‘\.3.'« Properly dispose of documents '\i Limit how much information

with personal data. you share,

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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IDENTITY THEFT

|dentity-answers to the question

In general context, it can be your social identifying information or employment detalls and digital social
identifying characteristics in the world. Personal Identifying information includes, Name, Phone Number,
Email-ID, Date of birth, Address, Identity card number, Permanent account number, Aadhaar card number, Voter
1D, Credit/Debit card details, Medicare Mumber, Passport details, Travel details, Iris scan, Fingerprints, Voice
sample etc.

"ldentity Theft is illegally using another person's persenal identifying information like name address etc., as well
as financial information like credit/debit card details in order to make purchases or borrow money, open a new
account or commit a crime without that person's permission”

Phishing TYPES OF IDENTITY THEFT Phamming

Phishing is a form of ! 2 : Hackers who redirect a
Identity theft that frequently : : St'.sal'n_g i legitimate website's traffic to an
occurs on the web. The term : Identity thief tries to get . imposter website, where they

refers to techniques personal information throUgh &y the consumer into thinking

implemented by a criminal to Elf,’ctm"": wallets, purses L they are on the legitimate site
fish personal information. The using other sources. Identity :

about:blank
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purpose is to use this
information to commit identity
theft and other types of fraud.

Child |dentity theft
Personal Information of a child
is used by criminals to apply for
government benefits, open bank
and credit card accounts and
apply far loan.

Pratexting
Fraudsters use false pretenses
to obtain your personal
information from financial
institutions, telephone
companies, and other sources.

CERT-In Security Tips for common users

= L i DT LTI
photocopies of 1D proof
documents handed over to
strangers for various purposes.

Skimming
Special electronic devices are
inserted in ATM and credit and
debit card processing machines
to obtain credit and debit card

Tax |dentity Theft

PAN card number which is

personal information of an

individual is stolen for the
purpose of filing fraudulent tax
return in the victim's name and

also in ‘unauthorized”
transactions, purchase of luxury
cars, etc.

purchase their product or
divulge your personal
infarmation.

Dumpster Diving
It is a way of getting hold of
invoices, financial records or
other documents containing
personal information from the

Medical ldentity Theft
Personal Information like Name
or Medicare Number stolen to

submit fraudulent claims to
Medicare and other health
insurers without your
authonzation,

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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One day, Meena turng on the computer
and starts creating her User ID for
Facebeok
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" Hey Meena, So you are — (]
il T '—
::::bl:fhﬂ? e De you know what's the __‘.

Vs Mikhilt minimum age required
l for :r'm'rirlg account in
facebook?

Mo Mikhill

=

Fime_.But you have to

take mem's permission

| By the way...why do you
want to use focebook

. rowE

Then can T use mom's |
acceunt and lagin?? I want to share and upload my
‘ pictures and share my interests,.. .

‘When you share your phatas in
public. Its visible to all.
Someone may save your photo
and dll‘ail.lP_ |

Itz 13yrs and you are
still 12yrs dear...

Then the stranger may K
morph the photo and
later may share it
publicly

-
LRI

-_—
Coalll But you have te

-
6 e
*‘l-'L

malrtain privacy while Let me explain!

sharing your personal ’ -
Information or else your I ¥ A Oh Is ith, I will hld:_
personal stuff might be my perscnal infarmation ;
Lat risk ) r ' ‘ e from unknown pecple

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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This Warning was NOT

’

issued by IMD Chennai

! Time News

"R T

¥
The earth is moving away from the sun.. It will be

very cold from today.. There is a chance of fever
Chennai Meteorological department warns about
heavy cold wave

- - '-:\.' L
u*;;glnlgm

today.

All the planets including earth revolve around
the sun. The Earth moves to its furthest point
from the Sun once a year. This is called abelian.

| #PIBFactCheck

© 910799711299 O mﬂﬂ.mm“‘%o © @pipfactcheck () ) /PiBFactCheck
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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"Crackonosh" Malware
Virus Type: Cryptocurrency Miner

It is reported that a new strain of cryptocurrency miner dubbed as Crackonosh is spreading through
abusing windows Safe mode in its attack and escape detection. The malware is distributed through ille-
gal and cracked copies of popular software. Crackonosh has been circulating since at least June 2018,

Infection Mechanism:

The infection chain starts with an installer and a script that is deployed along with pirated/cracked soft-
ware and modifies Windows registry to allow critical malware executable to run in Safe mode. The in-
fected system boot in Safe mode in next start up. The malware encase itself in password protected ar-
chive and unpack during installation process, While system is in Safe mode, AV software doesnét work
and this can enable the malicious Serviceinstaller.exe to disable/delete Windows defender. It also uses
WOQL to query all antivirus software installed. Command listed below:

SELECT * FROM AntiVirusFroduct

The malware also able to disable the anti-virus software from other popular companies including
Avast, Kaspersky, Norton, McAfee's scanner and Bitdefender etc. with the following command:

"rd = AV directory = /s /q" (here < AV directory = is the default directory name that a specific antivirus
software uses.)

Maintenance.vbs

®
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Startuplheck] ibrary.dil Wksprtolidl Winsoomreznsdll

Serviceinetabler.ms - - -

S S = B
L
eull 2 o sctall v, e = 1=
Frwvasr o =
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Fig.1 "Crackonosh™ installation process, (source:avast)

For maore details visit: hittps:/fwww.cert-in.org.in/s2clainServiet 2pogeid=PUBVADI & VACODE=CI\VA-2021-1895
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Sqglmap

sqlmap is an open source penetration testing tool that automates the process of detecting and exploiting SQL
injection flaws and taking over of database servers. It comes with a powerful detection engine, many niche
features for the ultimate penetration tester and a broad range of switches lasting from database fingerprinting,
over data fetching from the database, to accessing the underlying file system and executing commands on the
operating system via out-of-band connections.

Features
= Full support for MySQL, Oracle,

PDStErEEDL MiErDSDFt SE”_ SE‘WEF. legal disclaimer: Ussge o attacking targets
about:blank 7/13
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Microsoft Access, IBM DB2Z,
S0Lite, Firehird, Sybase, SAF
MaxDB, Informix, MariaDB,
MemSQL, TiDB, CockroachDB,
HSQLDE, H2, MonetDB, Apache
Derby, Amazon Redshift, Vertica,

Mckoi, Presto, Altibase, sy
MimersQL, CrateDB, Greenplum,

Drizzle, Apache lgnite, Cubrid, InterSystems Cache, IRIS, eXtremeDB, FrontBase, Raima Database Manager,
YugabyteDB and Virtuoso database management systems.

Full support for six SQL injection technigues: boolean-based blind, time-based blind, error-based, UNION
guery-based, stacked queries and out-of-band.

Support to directly connect to the database without passing via a SQLinjection, by providing DBMS credentials,
|P address, port and database name.

Support to enumerate users, passward hashes, privileges, roles, datahases, tables and columns,

Automatic recognition of password hash formats and support for cracking them using a dictionary-based
attack.

Support to dump database tables entirely, a range of entries or specific columns as per user's choice. The user
canalso choose todump only arange of characters from each column's entry.

Support to search for specific database names, specific tables across all databases or specific columns across all
databases' tables. This is useful, for instance, to identify tables containing custom application credentials
where relevant columns' names contain string like name and pass.

Support to download and upload any file from the database server underlying file systerm when the database
software is MySQL, PostgreSOL or Microsoft SOL Server.

For more details visit : https://www.snort.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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| Be Aware!

An OTP or One Time Password is security feature
that enables online users and service providers
to secure transactions with an additional layer of
protection. It is the process of authenticating an

NEVER ?}T&SE communication or transaction with an

SHARE YOUR
sk Tp** However fraudsters have found new ways to

N misuse this feature to defraud the digital users
WITH ANYONE to commit financial frauds.

OTP Theft

OTP fraud is executed by fraudsters by deceiving digital users into sharing OTP in following ways :

« Over a call posing with fake identities

s |In person with fake identities and fake reasons

= Malware infested links to users to download
malware that can read OTP

Dangers
o O 0 O —
= g X’ =_P
FINANCIAL LOSS BREACH OF DATA MALWARE ATTACK MOEILE & SYSTEM HACK

THE TIMES OF INDIA
Delhi: Woman shares OTP, duped of Rs 4 lakh

THE TIMES (0 INTA

Credit card fraud: Man from Indore shares OTP, loses
about:blank

9/13



10/27/22, 11:07 AM CERT-In Security Tips for common users
over ¥36K

Modus Operandi
L
ol
N B S
. : A
Frauds‘ters [ S OURE s Call/meet individual users on ék =
executives from companies/ different fake pretexts like
agencies/ institutions g
4
Free gifts/ offers/ discounts
Easy loans
KY'C updation
Online shopping executive
/| Credit limit enhancement
| They convince them to Fraudsters adopting various Food delvery execuitives
share OTP for providing social engineering techniques to [
service con people into revealing OTP
-

Advisory
Mever share or disclose OTP with anyone.
Do not share details by filling up forms.
Do not download any third party apps.

Avoid clicking on the links received from
unknown sources.,

Always use the contact details provided in

about:blank

10/13
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official websites.

Do not use the contact service providers,
that are found in google search or provided

in the mails/ messages.

In case of any issue immediately inform
your service provider and block your card.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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awareness.in Na ﬁﬂﬂﬂf Cyber Security
Awareness Month S >

Theme

Information/Cyber Safety r
and Security f

Cyber Bullying
Cyber Stalking g |l
Password protection N
Online Predators Lo [
Internet Ethics :i F['
Revenge pornography Y
COnline Tralling ,
ete...

= Fer more toplcs, please visit
wownwl infosecawareness.in

11/13
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Awareness Month Zyessswirr,
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tion

o -

Information/Cyber Safety
and Security

» Cyber Bullying

« Cyber Stalking

+ Password protection
+ Online Predators

» Internet Ethics

« Revenge pornography
+ Online Trolling , etc...

about:blank 13/13
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C

Enhancing Cyber Sacurily in India

WIWW,

awareness.in National Cyber Secun'ty
P 0S t er Awareness Month October,

IDentity

THEFT

Stealing of sensitive personal information of an individual
to commit fraud is known as identity theft.

2 Do not post or give your

: i i identificati d/detail
T|p5 to kl Monitor your account online. mE:n;r;ﬂe.mﬁf etails
prevent z

5 T
[ O] PRESSr K ERERL, (it = a &

about:blank
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IAderitiLy 1neii . K
! T ©*

‘5.3_'/ Properly dispose of documents & Limit how much information
with personal data. you share,

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
el -y Awareness Month

October, 2022

- - o T N
[Do what 524 | - Online Sextortion
Tor else | Wi !
iha

What is it ?
Online Sextartion occurs when online predator threatens to
circulate your private and sensitive material online, if you

do not provide images of a sexual nature, sexual favors, or
Cney.

Why should we be concerned ?
You are blackmailed and sexually exploited or harassed by the anline predator while being threatened to leak your
private fsexual posts, pictures etc., online. This can be an extremely traumatic and devastating experience for you

Impeortant Tips

¥ Always save the screen shots of the online incidents, messages, emails etc., as proof to support

waier ~laim ar carmalaint aiith rolaunat suidance Alen malbks o nate Af the narennc mahils moea

about:blank
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ber and other details of the suspect or culprit,
¥ Refer to the information given on the site cybercrime.qov.in related to varfous cyber crimes and
related evidences to be submitted for the same,

How can we safeguard ourselves against online sextortion ?

This kind of offence can cost you your peace of mind, they can drain you emotionally and cause negative mental/psycho-
logical effects effecting your health and well being. It is therefore important to understand the measures to protect yourself
fromiit.

Turn off your electronic Save the evidence
devices and web cameras - - and the screen shots e ,..T

when you are not using for referring to the -
incident |ater. i

Do not suffer in silence,
know that you are not

them

Use two factor
authentication with strong
passwords and differant

Mever share any
COmpromising images,

posts, videos of yourself passwords alone, reach out and seek
to anyone, no matter for different soclal help from trusted family
who they are med|a accounts and friends.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
Seueeeiclly Awareness Month Gyswwesyry

Be aware of Honey Trap (Online Sextortion)
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about:blank
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Ritu is a married woman with
an unhappy family life.

CERT-In Security Tips for common users

e ma)~\

In search of happiness, she started video
chatting with random men on internet.

Cine day, a handsome man
invited her for a video call.

He was showing interest towards Ritu,
and asked her If she wants to see more
af him. She got excited and said YES.

He stared stripping one by one of his
cloths, stopped on mid-way and asked
Ritu to do same

She obliges and started to strip of her

cloths, After sometime they happily
ended the chat.

Within 10 mins after the video call, she
receives an Email with video attached of
her stripping of her cloths onweb cam
with ransom instruction to fallaw.

Ritu got worried if she doesn't follow the
ransom instruction. The video would get
viral on internet.

She was unware that it was an Al enabled
chat bot with pre-recorded video to trick
her. Used by hackers

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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e % ey

@ §) Indian Railways

& Indian Railways Government 26 May, 2022

Transport Subsidy!™ "

Congratulations!

Indian Railways Government Transport Subsidy!

Through the questionnaire, you will have a chance to
get 6000 Rupee . '

Question 1 of 4 : Do you know Indian
Railways 7?7

about:blank 5/11
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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ey sy Awareness Month
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"Siloscape" Malware
Virus Type: Malware Targeting Windows Containers

It has been reported that a new category of malware is targeting misconfigured Kubernetes clusters
through Windows containers to compromise cloud environments. The malware variant gains initial
access by exploiting vulnerabilities in commaon cloud applications or a vulnerable web page or database
and then utilizes windows container escape techniques, executes code on underlying node and then
spreads in poorly configured Kubernetes clusters to open a backdoor in order to run/deploy malicious
containers. Once cluster is compromised, the attacker might be able to steal critical information such
as usernames and passwords, an organizationé s confidential and internal files or even entire databases
hosted in the cluster. This malware can leverage the computing resources in a Kubernetes cluster for
cryptojacking and potentially exfiltrate sensitive data from hundreds of applications running in the
compromised clusters.

Behaviour:

*  Uses Windows container escape techniques to escape the container and gain code execution on
the underlying node.

= Attermpts to abuse the node's credentials to spread in the cluster.

* Siloscape uses the Tor proxy and an ".onion" domain to anonymously connect to its command and
control {C2) server.

Best practices and Countermeasures:

* Kubernetes cluster configuration should restrict node privileges such that creation of new deploy-
ments is not possible. (It means that any process running in Windows Server containers should not

have tha came arivilacee a2 adminl Malwarse iz inaffartive in this raca

6/11
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T e T I e R e L L R LR T B S L S

= |t is advised to follow Microsoft's recommendation of discarding use of Windows containers as a
security feature. Hyper-V containers should be employed for operations that rely on containerization
as a security boundary and it is recommended to move applications running in Windows Server con-
tainers to Hyper-V containers.

* Perform regular backups of all critical information to limit the impact of data or system loss and to
help expedite the recovery process. ldeally, this data should be kept on a separate device, and backups
should be stared offline.

*  Check regularly for the integrity of the information stored in the databases.

For more details visit: https:/fwww.cert-in.org.in/s2cfainServiet 2pageid=PUBVADL & VACODE=CIVA-2021-1893
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Security Onion

Security Onion is a free and open Linux distribution for threat hunting, enterprise security monitoring, and log
management. The easy-to-use Setup wizard allows you to build an army of distributed sensors for your enterprise
inminutes!

Security Onion includes a native web interface with built-in tools analysts use to respond to alerts, hunt for evil,
catalog evidence into cases, monitor grid performance, and much more. Additionally, third-party tools, such as
Elasticsearch, Logstash, Kibana, Suricata, Zeek (formerly known as Bro), Wazuh, Stenographer, CyberChef,

7
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Security @nion

Use Cases

NIDS

Collect network events from feek, Suricata, and
other tools for complete coverage of your netwaork,
Cast a wide net to catch the bad guys quickly and
easily.

HIDS

Security Onion supports several host-based event
collection agents including Wazuh, Beats, and
osguery. Just point them to your installation and it's
off to the races.

ceiel

Static Analysis (PCAP and EVTX Import)

Use Security Onion to import full packet capture files
far quick static analysis and case studies. Spin up a
virtual machine quickly and get started in just a few
minutes. Includes support for Windows Event logs.

SOC Workstation

A workstation install option is also available for 50C
analysts to use local Linux tools to perform analysis
of network and host events. Mo need to install extra
tools, we bundle all the apps you might need.

For more details visit : https://securityonionsolutions.com/software

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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“See Yourself in Cyber”

Theme

Information/Cyber Safety
and Security

Cyber Bullying

Cyber Stalking
Password protection
Online Predators
Internet Ethics
Revenge pornography
Online Trolling ,
ete...

For more toplcs, please visit
v infosecawareness. in

s

infosecawarenesss 2 @ infosec_awareness

InfoSecAwa ) 6 InformationSecurityAwareness

Join 2-hour course on

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For mare information visit: wwwisea.aowv.in and www infosecawaraness.in
about:blank 9/11
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National Cyber Security
Awareness Month Gyesssw iy,

—

Competition

Information/Cyber Safety
and Security

« Cyber Bullying

« Cyber Stalking

+ Password protection
+ Online Predators

« Internet Ethics

+ Revenge pornography
« Online Trolling , etc...

Wiw.isEa.gov.in
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Erhancing Cyber Sacurity in India

WWAW.
National Cyber Security
Awareness Month SYSESewrr)

awareness.in

Poster

Revenge Pornography

Revenge pornography refers to the act of
circulating private and sexually explicit
images and videos of sexual acts online
without the consent of the individual. % o . WP E B
- L

| W

Set limits to your E Remember that anything Be cautious while sharing or
online/ offline friendships ~ shared online will remain in taking intimate pictures or
and never go overboard cyber space and can be videos, remember
misused any time. relatit:-nshiﬁmay turn sour.
T2

™M ™

about:blank
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Do not pursue or engage in

BT X : Do not forward any sexual In case of threats Don't
maintaining relation with ] : e 5 st
: pictures orimages asitis : suffer in silence, reach
someone who pressurizes T H ; v
violation of trust and in case out for help from family
you to share personal : : i :
can be a serious crime too. - and friends

intimate pictures or videos.

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
Brochure [fashebbdadll October, 2022

What is it ?
Revenge pornography refersto the act of circulating
private and sexually explicit images and videos
of sexual acts online without the consent of the
individual.

The private sexual act recorded by an intimate
partner is used to intimidate, humiliate, blackmail,
coerce, commit sextortion or punish the victim as
an act of revenge, on a public platform. .

Why should we be concerned ?
Revenge pron damages your social image & reputation, you face humiliating, degrading remarks and messages
and are trolled mercilessly, it leaves you emaotionally, mentally and psychologically scarred for life.

about:blank 2/15
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How can we safequard ourselves against such offence ?

It is quite important to understand and be aware of the possible dangers of the offence and take appropriate care
and caution before hand ta protect yoursell, Mentioned below are few helpful tips-

Remember that anything

shared online will remain

in cyber space and can be
misused any fime.

Be cautious while sharing
or taking intimate pictures
ar videos, remember
relationships may turm sour.

Do not forward any sexual pictures or P’ -y
images as it is violation of trust and in -
case can be a serious crime too. _:

In case of threats Don't suffer in
silence, reach out for help from
family and friends

Set limits to your online
offline friendships and
never go overboard

Do not pursue or engage in
maintaining relation with someone
who pressurizes you to share
personal intimate pictures ar videos,

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Storyboard Awareness Month October, 2022

Beware of Revenge Pornography

about:blank 3/15
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Janet is a college student and she isin
relationship with John since 3yrs,

CERT-In Security Tips for common users

She Is a social media influencer and
regularly uploads photos and videos.

r

Janet and John had a fight and
they both broke up.

Arjun, Janet senior gets to know about
Janet breakup. He takes this opportunity
and proposes her.

But Janet was still in love with John.
Later she breaks up with Arjun
and get back to John.

Arjun want to teach Janet a lesson for
playing with his feelings.

e & &
L-‘ = mp =

Arjun creates deepfakes using her social
media photos and videos with artificial
intelligence and other tools,

The deepfakes created showed Janet
including in adultery with multiple
partners and was viral on social media.

Mozt of them who received the photos
believed it. Janet is now terrified about
this content on her secial media account.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Labour Ministry is NOT
running such offer!

adamfl s dla Lean 7/:'--!—-*

el B g
Amrit Mahotsav
il GOVERNMENT OF INDIA
S MINISTRY OF LABOUR

withdraw these funds.

#PIBFactCheck

O  @rieFacicheck [E) ) /PiBFactCheck

5/15
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Sarbloh Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware named "Sarbloh" is spreading via specially crafted mali-
cious documents sent as spear phishing email attachments. Malicious document is embedded with
Marco with a heavily obfuscated VBA code, which downloads original payload (Sarbloh Ransomware)
from an AWS URL silently. Once executed, it encrypts files on affected system (Audio, images, video, da-
tabases, and other document files) and renames the encrypted files with the ".sarbloh" extension to
make them unusable. The ransom note ("README_SARBLOH.txt") states that the user's files are en-
crypted and will not be recovered until Sarbloh's creator's demands are fulfilled.

Best Practices and remedial measures:

Users and administrators are advised to take the following preventive measures to protect their com-
puter networks from ransomware infection/fattacks:

* Maintain updated Antivirus software on all systems

* Keep the operating system third party applications [MS office, browsers, browser Plugins)
up-to-date with the latest patches.

= Do not open attachments in unsolicited e-mails, even if they come from people in your contact list,
and never click on a URL contained in an unsolicited e-mail, even if the link seems benign. In cases of
genuine URLs close out the e-mail and go to the organization's website directly through browser

= Do not enable Macros if prompted bv document received from untrusted sources,

6/15
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s Follow safe practices when browsing the web. Ensure the web browsers are secured enough with
appropriate content controls.

* Perform regular backups of all critical information to limit the impact of data or system loss and to
help expedite the recovery process. [deally, this data should be kept on a separate device, and backups
should be stored offline.

* Check regularly for the integrity of the information stored in the databases.

* |If not required consider disabling, PowerShell / windows script hosting.

For more details visit: https:/Aanvww. cert-in.org.inds2chainServiet Ppogeid=PUBVANI & VACODE=CIVA-2021-1873
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security

Awareness Month

REMnux® is a Linux toolkit for reverse-engineering and analyzing malicious software. REMnux provides a curated
collection of free tools created by the community. Analysts can use it to investigate malware without having to
find, install, and configure the tools.

The easiest way to get the REMnux distro is to
download the REMnux virtual machine in the OWA
farmat, then import itinto your hypervisor.

7/15
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You can also install the distro from scratch on a
dedicated host or add it to an existing system
running a compatible version of Ubuntu.

The REMnux toclkit also offers Docker images of popular
malware analysis tools, making it possible to run the
them as containers without having to install the tools
directly on the system. You can even run the REMnux
distro as a container.

Docker is installed as part of the REMnux distro. If you're
planning to run REMnux Docker images on another
system, you may need to install Docker. The first time you
run an image (e.g., using the docker run command),
Cocker will automatically download the image from —
Docker Hub, run it locally as an active container, Your
system will need to be connected to the internet to
retrieve the image; afterwards, Docker will use a locally
cached copy. You can use the docker pull command to
update the cached version of the image | i

REMinise: A Linux Tealkil far Malwass Analyaia

retali v REl R S

For more details visit : https://remnux.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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o &F "' Fake messages about
Government subsidy/offers

Congratulations!
Inda s Eabways Covornmmer: Tarnport Sk

Thutasph the: ipsilidwiars, pa wil hans & (han0s 10 pr1 BE55

|.- ' QN

| v qou receiing such messages 11!

H'c a1 Rl Gowernrrent Trantport Subs c..'.t'c

Cormmani

Weka Kale

A 'TE Get your new coronavirus subsidy
[ 1y SU000INR ‘

. Click to receive
el i A
5000 klbwa 007 espart.com

| gl A was 8 joie, bt | waa Selvered th
moming! 50 peprissd [Bindian Fadwaps s fu

messages are being spread across Koogle Tweaked website/
instant messaging apps and social URL/ Links

media platforms by fraudsters.

r Impersonalized,
generic message,/mail

@ Requesting for
L unrelated PII

{Personal ldentifiakle Infarmation)

These messages are sent on pretext of
to lure people into clicking on fake links.

The fraudsters aim to siphon money,
hack your accounts/passwords, install

9/15
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Can sound too
good to be true

fake links/messages.

Modus Operand;

Lo

‘Goyemment is giving
Sub idins®! To svery citizen

“Clhldc hen?l to appy :
| |

s P

User receives
messages / links/
posts about
government
subsidies/cash
offers etc,,

about:blank

REDIRECTING....
__

=

HACKED

User is prompted to
click on the link or
participate in
survey or register

Advisory

Immediately block the number &
report against such fake offers

Do not forward foke messages,
links & mails to people without
proper verification

MNever share your personal or fi-
nancial details like login
credentials/ passwords/credit

Redirects the user
to malicious sites

Install antivirus on your digital
devices for security & protectio

Be aware & alert about such
attempts of cyber criminals by
keeping track of the latest news

Always ensure to verify the
information by visiting the
official government website,

Leads to data
leak, malware/
virus attacks

10/15
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W or debit card details for any authorized notification “

Mever believe such posts, Never click on unknown links

messages, mails regarding go- or download unauthorized

vernment subsidies, cash offers apps or software on your @
etc., with links to register, these digital devices as it can install

are usually used as bait by malicious software on your

cyber fraudsters device

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gow.in and www.infosecawareness.in

Awareness Month gwsms>
ISEA awareness Newsletters

on SEXYAL CYBER CRIME

Activity

Concept

Virus Alert

about:blank
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Sexual in Nature -vo

Scan and
Download

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

ll_‘:n“.ﬂ' ﬁl. l’.l-.n-' E‘Hnl’ l-l“l'
about:blank 12/15
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Awareness Month October., 2022

“See Yourself in Cyber”

Theme

Information/Cyber Safety
and Security

Cyber Bullying

Cyber Stalking
Password protection
Online Predators
Intermet Ethics
Revenge pornography
Online Trolling ,
ete...

For maore toplcs, please wisit
wownwL infosecawareness. in

~

Q infosecawarenesss @ infosec_awareness

e InfoSecAwa ) 6 InformationSecurityAwareness

Join 2-hour course on

about:blank 13/15
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

National Cyber Security
Awareness Month Syesssp oy,

Information/Cyber Safety
and Security

» Cyber Bullying
+ Cyber Stalking
+ Password protection
+ Online Predators .
about:blank 14/15
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« Internet Ethics
« Revenge pornography
+ Online Trolling , etc...

about:blank 15/15
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Enhancing Cyber Sacurily in lndia

about:blank

CERT-In Security Tips for common users

="

"Don't be safety blinded, be safety minded."

WIAWW,

awareness.in National Cyber Security

Awareness Month October, 2022

What to do if your

Do’'s Don’ts

Use auto-lock
and a passcode

Report to your

M (=== bank and police
% immediately

Apply for blocking
the sim card and

% H get a replacement

BLOCKED | NEW CARD simcard

MNote the IMEI number

% ot Your mobile phone
to trace your

mobile phone if it is
‘, stolen/lost

Don't forget to
locate your phone
via GPS

Don't forget to report
the theft
immediately

Don't forget to
change your
passwords

Do not attempt the
recovery yourself if
location indicates the
device is somewhere
other than where you

110
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Consider Don't forget to

tracking remotely lock your
software phone

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
Brochure Awareness Month Sysssew iy,

In the current digital age, the usage of mobile has become essential and inevitable. From simple
communication to managing sensitive online transactions, it is put to use for almost every possible
about:blank 2/10
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activity in our daily life. This extensive usage of mobile has made it an attractive target for malicious
attacks by cyber fraudsters, that can compromise with users security & privacy or even gain com-
plete control over the device.

Safety Guidelines for securing mobile devices

Never leave your mobile device unattended Q

@ Always update your devices with the latest software
e
=l
Report lost or stolen devices immediately to the nearest Police Station |-_: /‘
‘="
_—~ Use Wi-Fi only when required. It is advisable to switch off the service
‘ | when not in use
Avoid downloading content from untrusted sources A
- Be careful while downloading applications through Bluetooth or as MMS
attachments as they may contain harmful software
Keep the Bluetooth connection in a hidden or non-discoverable mode
* ¥ * ﬂ ] Choose a PIN that is unpredictable yet easy to remember for you

about:blank 3/10
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Read the operating instructions regarding security settings of the mobile
* Pin code settings
* Bluetooth settings
= procedure to download an application

é Regularly, backup important data in the mobile phone on the lecal disk
Use the call barring and restriction services provided by operators to prevent ‘3’
the applications that are not used

I1 ) Define your own trusted devices that can be connected to mobile phone
4 through Bluetooth

Itis advisable not to store important information like credit card and bank

cards passwords, etc., in a mobile phone — o
Be prompt in identifying and rectifying any warning signs of malware infection
on your mobile like reduction in speed or reduction in battery life etc.,

Avoid storing the mobile data on cloud storage (K\a

!; Use good antivirus software to protect your device

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

about:blank
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Storyboard

CERT-In Security Tips for common users

National Cyber Security
Awareness Month

Midhi is staying in delhi with her parents.
She useds her father phone for playing
games and watching youtube

She is traveling to her grandparents
house for a family function.

She ran out of charge in her father phone,
50 she used free airport charging station
to charge phone

Her father found out that his phone
suddenly got slower and hotter

Then he delete unwanted file and
scanned with antivirus which showed
dangeraus malware that reduced his

phone performance

He thought malware might be injected
into phone via charging cable at charging
station

—r
=
—-—'\

il il

Later he found that her confidential office
data were stolen from the phone via
Juice Jacking

He thought many people might be using
charging station daily and being victim of
Juice Jacking

5o he decied to report to cyber crime
regarding this issuse he faced and he
uses power bank in futher

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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For more information visit: www.isea.gow.in and www.infosecawareness.in
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>
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Sabka Vishwas
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¥
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dbour/And Employment.

(&) +9187997 11259 ) socialmediaapib.gov.in ﬂj:) @PIBFactCheck ) €) /PIBFactCheck

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security

Malware Alerts

V & &4

Awareness Month

Adrozek Malware
Virus Type: Browser Modifiers

It has been reported that a new malware named Adrozek is affecting user's device globally. It infects the
device and then proceeds to modify web browsers and their settings in order to inject ads into search
results pages.

Infection Mechanism: T e

j P B

The malware is distributed via classic drive-by
download schemes. Users are typically redi- 1
rected from legitimate sites to shady domains R 1) e ] (T s i

about:blank

7/10
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where they are tricked into installing mali-
cious software. The software installs the
Adrozek malware, which then proceeds to
obtain reboot persistence with the help of a
registry key. The malware looks for locally in-
stalled browsers such as Microsoft Edge,
Google Chrome, Mozilla Firefox, Yandex
Browser and attempts to force-install an ex-
tension by modifying the browser's AppData
folders.

Best practices for prevention:

* Follow safe practices when browsing the
web. Ensure the web browsers are secured
enough with appropriate content controls.

* Users are advised to update their devices
with patches as & when released by respec-
tive OEM.

* |f devices found infected, it is recom-
mended to re-install the browsers.

* Be aware of the risks of downloading and
installing software from untrusted sources
and clicking ads or links on suspicious web-
sites.

Fugar |l Sqnopek FRH0 N BA0E | Mnpn]

It also modifies some of the browsers' DLL files to
change browser settings and disable security features
to make sure that browser's security features doesn't
detect unauthorized modifications, modifications per-
formed by Adrozek include:

» Disabling browser updates.

» Disabling file integrity checks.

» Disabling the 5afe Browsing feature.

* Registering and activating the extension they
added in a previous step.

* Allowing their malicious extension to run in incog-
nito mode.

*» Allowing the extension to run without obtaining
the appropriate permissions.

» Hiding the extension from the toolbar.

» Modifying the browser's default home page.

» Moadifying the browser's default search engine.

For mare details visit: https:/fwww.cert-in.org.in/s2chainServiet Ppageid=PUBVADI & VACODE=CIVA-2020-1853

T TIITI I I I r s

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

National Cyber Security _
Awareness Month ez gov

8/10



10/27/22, 11:08 AM

about:blank

CERT-In Security Tips for common users

Zed Attack Proxy (ZAP)

ZAP Is an open source penetration testing tool designed specifically for testing web
applications. It is known as a "man-in-the-middle proxy,” where it intercepts and inspects
messages sent between browsers and web applications. ZAP provides functionality for
developers, testers new to security testing and security testing specialists, There are also
versions for each major operating system and Docker. Additional functionality is available
via add-ons inthe ZAP Marketplace.

Br Network Web
e Proxy Application

ZAP Desktop U

%wmmn- - LR - [y GQuick Sta o | = Raquet | Semporses= [ 4 |
| barmaars o =) -|"n_"' & WE PR AERE T NW
q—-r—‘:*:_“* ol s oeee o) 2 = Automated Scan Q
e Welmme to OVWASP ZAF

T pet N I i sy e gl s g i B Wi el i, 2wl e, Thity s v licers yw) | b b s oerasbed e againsl. i aopiealion - ok enbee it 1AL bedew ared pomn ‘Allck
| B o e b e A R 1 D A e < e, Hams be wwars S1ak yea shea ksl ondy steck sopleationn that o Seve baen apacifoally bean given pETaasion o teal.

@ G WAL e whhack: ek [ et |

heR g ety w radnaral apden B

L e B w ek

@ | % Atimcn | sy

Py o e

g P
[ e Ve | b T | g ek | mrs ey | ma | Lo [}

@ The easiest way to start using ZAP is via the Quick Start
_ . tab. Quick Start is a ZAP add-on that is included
TR e automatically when you installed ZAP.

Toruna Quick Start Automated Scan :

+ Start ZAP and click the Quick Start tab of the Workspace Window.

+ Clickthe large Automated Scan button,

+ Inthe URLto attack text box, enter the full URL of the web application you want to attack.
= Click the Attack

For more details visit : https://www.zaproxy.org/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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Mobile Application Security

Use only official stores J:E cY  Check for spelling mistakes
for downloading Apps ABO | in the title or description

Uninstall apps when jﬁ Beware of apps that

2% e promise shopping
you no longer use W discounts

about:blank 1/11
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—= Do good research about
apps and their developers
o by reading the reviews

Reset your phone to
factory settings to
remove any malware

Avoid installing apps by
clicking on links in emails,
social media etc.,

Make sure you review
and manage permissions
for each app you download

=—

=]

Always keep an updated
anti virus security @

Look at the publish date.
A fake app will have a

solution installed recent publish date

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

el National Cyber Security
Poster Awareness Month Syssmprrr,

Monile Apphcatlon
Secunty

about apps
and their developers
by reading the reviews

Use only
official stores for
downloading Apps

| ™

£ Avsiable anthe
= App Store

z'ﬁ Check for spelling

about:blank
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mistakes in the title

Reset your phone or description

to factory settings to

remove any malware
Beware of apps

that promise
Make sure you shopping discounts
review and manage
permissions for each
app you download Avoid installing apps
by clicking
on links in emails,

Uninstall apps when social media etc.,

you no longer use

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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avSrere National Cyber Security

Advisory Awareness Month Sysseprrrs
~ | MALICIOUS APPS DETECTED

\

g =

A security alert is issued to all the android
smart phone users about

about:blank
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These apps were found to be infected by the
malware called , that can read
messages of the users secretly and can steal
data from other users apps also. Google has
deleted these apps from Play Store, however,
APK versions of these apps are still available

on the social media platforms.

All the android smart phone users are
advised to .

from the mobile
phone right away.

common users

]

= Ermad hitsaced 1

Vlog Star Creative 3D Wow Beauty Gif Emoji
Video Editor Launcher Camera Keyboard
2 Funny Camera . Razer Keyboard & Theme
..'... | *oilyTech n rachaidiciola
)
g ‘ s:t:h.--. 4] o a
Coco Camera v1.1 APK
Fie o 408
Requises Andraid 5.0+

Fackage Mame: comasomarecoolcamers
Do paranskimanin43 240
Lipdated: Mosember (0, 211

v

EleRf P (R]e (RN B8 EARRTE]

Freeglow Coco camera V1.1 Funny Camera Razer Keyboard &
Camera 1.0.0 by KellyTech Theme
by rxcheldiclola
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Dangers of Autolyses malware

Access messages Steal data
(after app permissions)
Subscribes users to Auto subscribes to
a premium service the premium version
AdVisory (based on permissions)
Download applications enly from Avoid downloading apps from
trusted sources SMS, APIs, social media messa-

ges, or by clicking advertisements

Before downloading a maobile Properly verify the app T
@ app. check for play protect featu- details in the developer’s website <[> <>
Soode May re on Google Play Store before downloading it =
Protect p
e Avoid installing mobile Pay attention to reviews
| AD~ applications which contains and comments of the users,
advertisements before installing any applications
Be cautious about allowing Use o trusted anti-virus
any permissions during the software for mobile security to
installation of the applications stay safe from android malware

LUNINSTALL

about:blank 5/11
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" Ensure that you immediately uninstall these el 4

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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'( Browser JSGuard
’ ) Protects from JavaScript based Threats

About Browser JSGuard

Inthe recent times, most of the systems connected to Internet are getting infected with malware and some
of these systems are even becoming zombies for the attacker. When user knowingly or unknowingly visits
amalware website, his system gets infected. Attackers dothis by exploiting vulnerabilities in web browser
and it is possible to acquire control over the underlying Operating System. Once attacker compromises
the user's web browser, he can instruct the browser o visit the attacker's website by using number of
redirections. During the process, user's web browser downloads the malware without the intervention of
the user. Once the malware is downloadead, it would be placed in the file system and responds as per the
instructions of the attacker. These types of attacks mostly happen through JavaScript and malicious
HTML tags. Browser JSGuard detects and defends from such attacks made through the web browser. It
blocks access to the harmful, inappropriate and dangerous websites that may contain malicious content.

Salient Features
[T T —

@ Content'Heuristic based JS & HTML malware o seesen
protection

wser [SGuard Hae

0 A L B el e ) AR B

Ereoeed Jradonipt

= Alerts the User on visiting Malicious Web pages e b e
@ Provides detailed analysis of webpage threats  [pmstmies s e e —
=  Fasze nf installation / maintfenance v e deall ot L eb———

6/11



10/27/22, 11:09 AM

CERT-In Security Tips for common users

EJ Smtable for b::lth home and Uﬁ" ice usage
@ Signed by Mozilla Add-on community

JavaScript & HTML threats
detected by Browser JSGuard

@ Client side Redirections
& Redirections through DOM changing functions
@ Runtime JavaScript Injections

System Requirements

® Operating Systems : Windows and Linux
@ Browsers

+ Meozilla Firefox (Mersion == 21.0)

= Google Chrome (Version == 21.0)

B TR R PR TR GIERRIREE S c 2 TER I RN
lagyleagruanbey < s lerarhe w i i bk
IiwhieirrctasAlicle THampslenp s chardtics s [ ——

o 2 ST PO o I

Thepl Lrowtarpe U
BT LT O Crewind D

0 0 P e i o sy phcuam . o e

BLOCK THES HTE | CONTINUE BRDWEIHG |

4 »

Exterval D Rinpests ™y

Tracheoy

Suppeortsd by Mstt & OIRT-n, Gowt. of indis
Frowicin Fasdbark Hax

Download links

& For Firefox web brawser:
tlipsaaekares, mmazila erpan-USee s oo sar-
@ For Google chrome web browser:
g deteneg, Qe ok, cortyive belo na AN oS eV R GUET
dincpkigekiafopceicegamindiikehinh

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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g F— } -
| Ly '1' 1 |
= | L--*t e i

“l e
ONLINE GAS AGENCY

e

DEALERSHIP
wETERITE TS LAL AL
BRI L bl et NPTy Vil el B sli s BT - 1 Bl g Loafle oedigiies illadnieel S0EEF . 1D A

REL SO MVTS4106A

APPROVAL LETTER [T

[Nate- = -
A —— S—

| s Imstallong Ceas Agemcy [b
| arr miprmung you that Lhpwals has m (11
number on the Ly
o s urmrnd s and vuitsbdity of yowr lamd s
¢ onddersons will be scoordeng to ol of the

- eI TS
of pur terms amd oo
. cane of asy begal prr,

MAdrrr e of yoar 0 iF i chroogk
apposnt a date for Str verficston and Agres
your property, along the persed of deal

For regestration procedures yoa need dl-po
accoun! theoagh NEFT /RTGS/1IMPS

or arry ottt method

e the deal beeguns snd sgracy gett matallastion don. A be termanated
before maturity persod of 15 pears Delay by you may =
e med

o

+918799711259 () socialmedia@pib.gov.in

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Qe Awareness Month

ok, that is nice. Did you
Mo dad, ws are pardoimin find any good app.?
in 1he cultural event af our
coliage, wi nesd a good
ik of rocking music for il

‘What are you
daing Jatin?
tq 1':‘

4

=]

{
el

Jatin do you know that |8 Mo dad, | did not

MpPs can pose security kN that, bul
thrpats: for your mobie 7 oW CaNn an app

pods 4 tacurily
threal.

I

S

Yas, Jatin, it i5 always batter to chack the
desscripbon flor ary speling mistakes. details of
devalopar no., of downloads. as they are
waming signs of insacure apy

Ne, Dad | already have so many
apps in my mobile for vamsous

games, entertainmant & shopping.
My mobile memory is now quite full

Fam Iryng o search and
download a8 MUsic nuing
app in my mabde dad,

witven you do nol laks
cane and downioad
third party apps, you
hawe high risk aof
downlcading a
mabware, which can
infect your mobila ;
sioal your dala,

oh ig i, Jalin how ia il that
you already dowiloaded so
Ay apps in your mabile

Thats realty
bad, Bhen how

Dad my fnends keep
suggesting and sanding
e intarasting games and
Apps which | download

[E K]

| am glad that you look all
suggestons im nght spnt Jatin

Alwiays Brsure that you
downiaad apps rom ollicial
app slons and dan't forgel o

Thanks dad (hal was quite
halpful infoematon. | wil

Also Jalir, il is Alwoys bater BUNShy Rang. 1T ind.
& =afe 1o have only lmiled ¥
gopa, thal you realy need

vl dilete e el

N

.‘"‘5;*

el Td8

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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For more information visit: www.isea.gov.in and www.infosecawareness.in
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National Cyber Security
Malware Alerts Awareness Month October, 2022

V & & & 4

awareness.in

Mozi IoT Botnet
Virus Type: loT Botnet

It has been reported that a new malware named Mozi is affecting 10T devices globally. Affected loT de-
vices are being assembled into an loT botnet which could be employed by botnet owner for launching
distributed denial-of-service (DDoS) attacks, data exfiltration and payload execution.

According to the reports, Mozi malware is comprised of source code from Gafgyt, Mirai, and laT
Reaper; malware families which are targeting loT devices. Mozi could compromise embedded Linux
device with an exposed telnet. It mainly targets home routers and DVRs which are either unpatched,
loosely configured or have weak/default telnet credentials. The infected devices form a peer-to-peer

(P2P) botnet and uses a distributed hash table (DHT) to communicate with other infected host systems.

m WULHERSBILITY AFFECTED DEVICES
oy [ Elr 09000 Wirelesz Prowizee RCI Er DV00R ke
WacronfNR RCE YacionlER devices
i: - o) PO CYE-201d-8051 Desiszs usngthe Pealtek STK.
Metgesr ig-tin Command fection Netgea RYI00 2nd R3200
i=): | e i i) s Metgear setup. cgiunautheniicared ALE DERIDD Hetgear roukers
2 E ; i if':;f:".i::;_eu.er unzuthenticzed shellcommand WiPows IR
i e CHE-20TT-17213 Huawsi Router HZ532
| i) i HHAP Soepdicior-Heade Command Exscurion | O-Link Devies
< i Fpoim et e (| CHIE-20NB-105E1, CVE-2018-10562 PO Fowers
vE P B B i PP S08P TelnetD Command Execusion D-Lirt: Devices
L mﬁ CTUENR Remels Cods Exeeuion CCIVENR

Dark menadmsmne Fme memnnm el mms
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LTIl P avLived IW] R CVThineurin.
* lsers are advised to update their devices with patches as & when released by respective OEM of
devices
* |f devices found infected, it is recommended to reset device firmware or restore it from trusted
backup.
*  Manitor or block UDP traffic from the device to Bit Torrent DHT bootstrap nodes
* Block outgoing TCP traffic with destination ports 22, 23, 2323, 80, 81, 5555, 7574, 8080, 8443,
37215, 49152, and 52869, if not in use.

For more details visit; https:fcert-in.org.in/s2chainserviet Ppogeid=PLUBVADI & VACODE=CIVA-2020-1833

T T IV I T ISy

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1330

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Desktop
Security

Use Lackscreen when you

. Scan external devices before Use
are away from your desk :

about:blank 18
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L

Use Licensed Software and E e e Always use updated firewall
always Backup vour data ptog ‘ and Windows Defender

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
el -y Awareness Month

October, 2022

WHaT TOo DO WHen YOUR SYSTem IS COmPROMISED?

P
o=l Shutdown and P
Don't panic,

remove the hard

Isolate vour drive and connect Scan your
computer from it to another drive for
the networlj computer as a infection
non-bootable and
E T drive malware
] o “ e e
Lo iy Instal|
preserve the lOE Aot
information Backup / reload v

the operating ﬁ??'sl’!fwﬂre.
about:blank
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compromised = | system from s ftw:?:r ;ecunty |
| computer trusted media to an prior__ .
and install e V other ]
\ updates i & Brams
e L
| | . s e — : __f 1 e
: e T

.

Make a

[==omry
Scan ur
bal:ku&;*ndisf;t:gr comp‘-et‘-'f o
Viruses before \ hac::;“ 2
YOu copy them | -
back to vour . . frequen v
Computer | '

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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F'..'.lJu enters Ting's room, ., -
=
- Hey Fln‘ln_ Kaothing much just
browsing Internet & I came
atross this interedting od
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| sz e en @

Ok Tinall Thﬂﬂh.r}{lﬂ you
didn't click it. Its a
Click Jaocking ottack

Oh Gedll Thankyou Raju.you just
soved me from clicking on that
link

Ard the aftocke t5 all the
information and your PC gets
campromided

A}

It's o type of attock where, when you
click the lirk, it gets redirected to
another web page

N

¥ou are welcome Tina.For Cyber awareness you
con vigit wewinfa - owa n

Sure Fl.n:,J"

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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MTNL NEVER SENDS
SUCH MESSAGES

Kb 12:46 PM

Dear MTNL user your MTNL
KYC Has been Expired call
immediately for verific#g
be blocked within 24

w e

\ T

#PIBFactChec

£,
k ‘-‘-—1‘.“-‘-"‘"-'-___-"""‘!'

5/8



10/27/22, 11:09 AM

about:blank

CERT-In Security Tips for common users

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Egregor Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware, named as Egregor is affecting organizations globally. The
modus operandi used is typically breaking into organizations, stealing sensitive data, and running the
malware to encrypt their files and threatens "Mass-Media" Release of Corporate Data if ransom not
paid in due time. It uses double extortion tactics generally used by NetWalker ransomware families.

Initial Infection vector and propagation mechanism is still unknown, it is anticipated that Egregor ran-
somware may infiltration via spam email attachments or maliciously crafted link shared via email/in-
stant messaging chats.

ROCOWER-FLES & - Niodmpad - a kS

Fia B Favest Ve Hil

Your ratwerk Was ATTACKED, wour cosputers asd sarvers wers LOCKED,
Yoor peivate dita wid DOWNLOADED.

1t means that soon mass medla, your parteers and clients WILL €NOW about your PROBLEM,

| Heme it £an be avaided? |

In arder to eesid this Lidew,
you are b COME [H TOUCH WITH US mo later thas withdn § MAYS a=d cosclude the data
recovery and breach Tixleg AGREEMENT.
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Figurei2 Egragor ransormare web page Figure:1 Rarsom mebe by EQregor ranssmmarne

IF you i b confact ui 18 the naxt 3 DAYS we will Bagln DATA publScatlsn.

Best practices for prevention:

+ Perform regular backups of all critical information to limit the impact of data or system loss and to
help expedite the recovery process. Ideally, this data should be kept on a separate device, and backups
should be stored offline.

* Check regularly for the integrity of the information stored in the databases.

+ Regularly check the contents of backup files of databases for any unauthorized encrypted contents
of data records or external elements, (hackdoors /malicious scripts.)

* Ensure integrity of the codes /scripts being used in database, authentication and sensitive systems

For more details visit: https:/fwww.cert-in.org.in/s2cfainServiet 2pageid=PUBVADL & VACODE=CIVA-2020-1813

VOO U U LY EEEEELEL4L

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Mobile Device Management

M-KAVACH Enterprise
MDM & App Store

M-Kavach is an Enterprise Mobile Device
Management (MDM) App store. Our MDM
Solution secures and remotely manages
Android devices. Our software makes it easy to
enroll and configure Enterprise devices. Also, it

allavare tn ramatalu lark and wina tha Aavirace

about:blank 7/8
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through a single, easy-to-use interface.

App store with Enterprise approved mobile
apps makes application distribution easier and
more streamlined. It gives users the freedom to
choose and install only required corporate-
approved apps. For an enterprise, it could
lower the device vulnerahility to unnecessary
downloads and other security related threats.

Enterprise App Store
Admin Portal Registered User

P,

App Store
Admin PP

. R
P il
Co—
£

="}
Secure B L App Update
Communication |

Features of Enterprise App Store

« Private/Trusted application store for
Enterprise Applications
« Remote administration of Enterprise
mobile devices or BYOD devices
+ Remote Lock & Wipe
» Remote app update
» Remote policy enforcement
*  Option to integrate with custom hardened
Android platform
*  Web console for managing the users &
devices
s+ UserRegistration
» Device Registration
*  Secure communication between the
Enterprise app store and registered devices

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Indian Computer Emergency Response Team

Enhancing Cyber Sacurily in lndia @

WIWW,

awareness.in Natl'onal Cyber Secun'ty

To protect @Scan all email Do not click § Beware of
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sent by

viuse S, and files

unique emails and

Trojans, before passwords someone requesting
worms, etc. § downloading for all of youdonot J confidential
use anti-virusjj them to your your know information

software system

accounts

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Data Security measures for

Desktop/Laptop

Data security refers to the protection of data from
unauthorized access, use, change, disclosure and
destruction. There are different types of data
security measures such as data backup, encryption
and antivirus software, which will ensure the
security of your sensitive data.

Enable Auto-updates of your Operating Download Anti-Virus Software from a
System and update it regularly. Trusted Website and Install. Make sure it

mikmammnarisaalhs mates el abed it lakask
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Backup : Periodically backup your
computer data on CO/ ODVD or USB drive
etc.. in case it may get corrupted due to
HardDisk failures or when
reinstalling/format ting the system.

Strong passward should be used for
"Admin” Account on computer and for
other important applications like E-mail
client, Financial Applications(accounting
etc).

AULANQULQIY YLD URUaLEW YWiLkll 1gusat

virus signatures.

Recovery Disk: Always keep recovery
disk suplied by Manufacturer / Vendor of
the Computer System to recover the
Operating System in the event of boot
failures due to system changes such as
uncerificated Drivers/unknown Software
pub- lisher,

Download Anti-Spyware Software from a
Trusted Website and Install. Make sure it
automatically updates with latest
definitions.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

awareness.in

Storyboard

For more information visit: www.isea.gov.in and www.infosecawareness.in

National Cyber Security
Awareness Month
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N

Anusha and pooja are best friends and
share the same room in their PG. They are
in same college, same class

Incidently, both of them end up having a
big time crush on a boy who was in same

Without wasting any time, pooja
proposes vivek and he accepts. They start
dating each other

class

e 2 A0

(>
& b
—_—r v ,H

[ 1

Anusha is heart broken, She wants to
teach pooja a lesson that she would
remmember for life

Anusha installed keylogger spyware on
poajas laptop, to snoop her activities

Pooja is unaware that her password,
photos, private chats, emails & browsing
history is now available to Anusha

Anusha sends emails to pooja’s parents
with her private photos and also uploads
on social media with pooja's account

Vivek is shocked. They break up and
pooja is now all shattered

Pooja regrets for not locking her PC with
a password and not having anti virus
which would have protected her

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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#PIBFactCheck

This statement has not been
issued by the RBI

L
(.

- Avery useful tip

while withdrawing
funds from an ATM.

- - Press ‘cancel’ button

twice before inserting

the card. If anyone has

set up the key pad

to steal your PIN code,
Important this will cancel

Message - thatsetg

¢
é
é
é
é
é
¢
é
3
é
¢
¢
é
é
é
é
é
é

1
1
y
{
{
{
1
1
{
{
{
{
{
{
k.

B +918799711259 ) mmm.w.ln\@ )  @ripracicheck [E) ) /PiBFactCheck
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Doki
Virus Type: Backdoor

It has been observed that a new sophisticated Linux O5 based backdoor named "Doki" is spreading. The
attackers are exploiting the booming cloud computing infrastructure which is usually based on Linux ar-
chitecture to attack Linux systems and servers. The attackers target publically accessible Docker servers
hosted with popular cloud platforms, including, &WS, Azure and Alibaba Cloud. Docker is a famous plat-
form-as-a-service (Paa5) solution for developers to create, test and run their applications in a loosely
isolated environment called container. This attack is very dangerous due to the fact the attacker uses
container escape technigues to gain full control of the victim's infrastructure.

Infection Mechanism:

The attackers are abusing misconfigured Docker API ports, where attackers scan for publicly accessible
Docker servers and exploit them in order to set up their own containers and execute malware on the
victim's infrastructure. Doki uses a complex mechanism to contact its operator by abusing the Doge-
coin cryptocurrency blockchain to generate dynamic addresses.

call Eet_process_gath

Bt wax, €ax
LS shert loe_7TEEilasprrsz
o |
o1_dogechaln proc near wa .
L= 2
rds, gEnerats_cnc_sddress Ld wnl, Addk
rdi, degechein_into ; a ¢ mo rdi, rbg
b, € fT_TrRIjas1sIne 1 - - TVAT call gaibi_FFRA1AARTET S
Lo
riby o8 pEneT et ed_dens s T
=
rai, ral -
shart
loc_7PB41ASETTER:
¥ call et _pid
.| 1 l=a rlz, [rap+02dhbsa)
s = | o o, rbp i command_line

[ rdl, cuooff 7FE41ASLSITE AERITRIARID o rew, rb i updsts.zh
|mr cdx, odr = rid, s : ple
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i=n rdu, ashs
oy rdl, riz ]
war AN, Ea
e el dsn I n
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g can, AN
jlae short loc_TPRA1A3RTHEE
L Il %
| - L J
= L = | Rt
Hu= | uda
E-\-"“' iidmiid_TREA12835TRL, & Loz FFOALABNI PG
| dl, § e wrd, Lok 1
T s rdi, rhx
4 . call chamod
é"* s rdi, ri3
—_ sl Fur_sorlipt
e edli, 1 3 Seconmds
L= pax, #dx ::zl :Eﬁ":;“"
::FL" dd Ll rdi, rbx
centact_dogeetain endgp ::;:' 2;';:’"::?
s ahort loc TFBILAMSTIOA

Fardi 2 Do Loged Mees doad ram (S0 iom i f0e ey o) Figure:] DOKI Logic flow dwmgram [aource: mteoer.com)

For more details visit: https:/fwww.cert-in.org.in/s2cfainServiet 2pageid=PUBVADL & VACODE=CIVA-2020-1794
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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USB PRATIRODH

Standalone Version

USE Pratimodh is a software solution which controls unauthorized
usage of portable USE mass storage davices

ABOUT USB PRATIRODH

USB Pratirodh controls the usage of removable storage media like pen drive, external hard drives,
cell phones, and other supported USB mass storage devices. Only authenticated users can access
the removable storage media.

FEATURES

Flasdan Macmbeal
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All USE devices are uniquely identified. User can add or remove the devices to the database. User
can bind one or more USE devices to be accessed using enabled username. Any unauthorized new
USB device cannotbe accessed, unless it is registered.

User Authentication

Whenever a USE device gets plugged in, the user is asked to authenticate with username and
password. Only authenticated user can access the device. |f the user fails to authenticate, user gets
access denied message.

T S — - = |l 51 ULE Mabware Scanner = ¥
Sy Por e Sevr e i e b’ ke =
A WA . L. a Seaning in Frogeess . Fisase wal
i ™ ot - 1548
T T
Foaae e 1o’ eanual S EF i Leer Ma
- e = ==
L] Dinlets: Comirni Pl
Secure Storage

Data on the USE storage devices can be encrypted.
Malware Detection

USB Pratirodh scans the plugged USB device for malware. Detected malware can be deleted by the
userto keep his PC free from malware.

BENEFITS SYSTEM REQUIREMENTS.

* LUSE device control with password protection Works with Microsoft Windows 7 and Windows 10
* Data Encryption on USE devices

* Auto run protection and Malware Detection
* Configurable read  write privilege protection Download Link : www.cdac.in/usbpratirodh

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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BEWARE OF ONLINE | 1 have
TORTION | erivae
i

PICTURES

i

a
Sextortion is a form of online abuse, wherein the cybercriminal makes use of various channels like instant
messaging apps, SMS, online dating apps, social media platforms, porn sites etc., to lure the users into intimate
videofaudio chats and makes them pose nude or obtains revealing pictures from them. The fraudsters later
make wuse of this material to harass, embarrass, threaten, exploit and blackmail the wictims.

Online Sextortion occurs when a fraudster threatens to circulate your private and sensitive material
online, if you do not provide images of a sexual nature, sexual favors, or money.

The perpetrator may also threaten to harm your friends or relatives by using information
they have obtained from electronic devices wunless you comply with their demands.

-‘\..
Dangers that i = Warning signs that may ‘ Channels used for

victims may face B indicate victimization

trapping the victims

J

Signs of fear,

T : NEervousness, | - ;

@ ® Blackmail i i s @ ® Messaging apps
] Isolating self and

@ Abuse & Exploitation being very reactive @ Dating apps

& emotional

Threats of | Social media
'T..P.H.b.[[.l:. humiliation Feeling desperate ® platforms

and Frickratadd
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: : " Porn sites, etc,,

thoughts and self
harming behavior

Modus Operandi:
The fraudsters try to lure the users into sharing intimate content in
different ways:
* Posting messages for video/audio chat g“
* Using fake accounts/profiles YA
* Creating pages/ad campaigns

The users get victimized when they:

= Pay for such services and pose nude or in compromising position in
video call.

* Accepts or sends friend requests to the fake account/profile and
involves in intimate interaction posing nude in video chats, sends

revealing pictures etc.

The fraudster records video/ takes screenshot/ takes pictures/makes use m
of revealing pitures/ morphs the pictures sent.

e

\/

video calls on the porn sites are used for blackmailing by fraudsters.

£
\ The fraudster starts blackmailing the victim leading to sextortion.
% The users of porn sites may also fall prey sextortion, when their chats/

Advisory to safeguard yourself against online sextortion:

© e

Use two factor
authentication with

Mever share any

el i Turn off your electronic
compromising images, ]
posts, videos of yourself = MNever pick up any calls devices and web ds;rmng passwordsda :d
to anyone, no matter / video calls from cameras when you are WRIEIE Passolne for
who thev are anonymous number, not using them. different your social
y are. media accounts.

about:blank 10/11
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K ™

Enable privacy and
security features
in all your social
media accounts.

Do not suffer in silence,

know that you are not
alone, reach out and

seek help from trusted
family and friends.

R X
|

Avoid browsing the
suspicious websites
and websites fully

which are not aware,

On social media or dating

platforms, he cautious of

unknown users who try 1o
move the conversation
to ancther interactive
platform wery guickly.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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D Tl

"Stop neglect. protect before you connect"

WIWW,

awareness.in Natl'onal Cyber Secur."ty
Doster Awareness Month October, 2022

!

|

USBSTORAGE _ =
DEVICE SECURITY = =

Never lkeep restricted Do not accept any
or sensitive data on promotional USB device

I your portable devices from unknown members

A010% Use passwords and Always do low

101010° m encryption on your format for first time
110102 USB drive to protect usage and disable

your data autorun.exe

Always scan the USB pen
drive and removable
hard disks for viruses

before using them

Always secure the drive

physically by tagging it

to a key chain and never
leave it unattended

1/8
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Always protect your Do not plug-in

documents in USB drive unknown USB drives
aresaeeen  Wwith strong passwords into your computer

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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el -y Awareness Month

October, 2022

101010° |
USB Device Security 210104

USB(Universal Serial Bus)storage devices are very convenient to transfer data between
different computers, You can plug it into a USB port, copy your data, remove it and be on your
way. Unfortunately this portability, convenience and popularity also brings different threats to your
information. Data thefts and Data leakage are everyday news now! All these can be controlled or minimized with
care, awareness and by using appropriate tools to secure the information. The tips and recommendations
provided in this document helps you to keep your information secure while using USB storage devices.

Common Threats How to stop Data Leakage via USB storage ?

» Malware Infection :Malware Spreads through USB + Designand adopt a good security policy to limit the
storage devices. Somebody may intentionally sell usage of USE Storage devices.
USB storage devices with malware to track your « Monitorthe employees what they are copying.

about:blank 2/8
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activities, files, systems and networks,

Malware may spread from one device to another
device through USB Storage Devices using
autorun.exe, which is by default enabled.
Unauthorized Usage

Somebody may steal your USB Devices for Data.

What to do when you lose the Device?

If you have stored any personal or sensitive
information inside the USE drive like passwords ete,
imediately change all passwords along with security
questions and answers provided during any account
creation [There may be chances that hacker can
retrieve your online account logon information by
usingdatainthe stolendrive].

Also ensure that all security measures have been
takenagainst the data lost.

L

Implement Authentication, Authonza-tion and
Accountingto secureyour information.

How to stop Device theft ?

Always secure the drive physically by tagging it toa
key chain.

Mever|eave yourdrive unattended anywhere.
Mever keep sensitive information with-out
encryption.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Awareness Month Syssserirr,

USB Security

Ravi and Rothi are college friend's

Fichit: Hi Aawi, there

seems bo be some promation I it .

campaign gaing on, a5 part of ﬂ

-~ O

Rawi Rohit do you

Both Rohit and Ravi started using the
LISB drive that they had received for free,
After few days. ...

~

knras mvw banben hoe herame T

Pz Theen its better we take i
10 a good compuater servicing osnter
ard get it checked ug
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r:-‘_ Fahilt: You 2re
rigght, el v g boday
eyening alt=r the class to
Fartha semvicing centar,
which is cmmed by ore
af my good friend

CERT-In Security Tips for common users
= ]

wery slerw and is nat respanding
well, since | started using this

which they are giving away
somes fres USE drives.
UISE drive.
Bahit:
Exen oy campuber &

s ey stranguly and nat

Ravi:
O, really. Then tell wsgo
ard take one and wse it
rezporading well,
That evening thay visit their friend at
computer service canter, Partlaa: Yo shauld reser Partha: Aohit, you
make use of the USE drives st bie cancfid while
'\ recehved fror unausharized @ Lsing somme extenal devices Q
% saurces, They cam be malwane - &N yaur personal E
Partha; Both the ¥ (e infested which can infect yaur
sysbems seem bo have ; Pl - . compuler and caplure ﬂ computerslapteps
b indected with L,..-l-l' % waur data. =
ralwarn, "7 R X
e okt RavidWhal ane the
Feawic Fally, 1 Bas | ¥ O really? but| thaugh: AR et
'ﬂ‘l' that they were gemuine and k= Lok while wsirg an
Lo were dizinbuted as part of | i il y
camacampalon; e;.ll:rnabpnl.-:‘:us LTI

hoon after using thase

LISE drives thal we

qok far free.
Pastha: Also ensunme g
Fartha: Alvways ensing @ straneg passwands and ; :
F Erryptian on yeuer USH drives @ s = H::;I'FTHL\:PS q!l::‘:E
protect wour data ard dio not leaee ) il i ol
vour USE drive unatiended and — Infarmaticm, Thand you
Fartha we will sumty ansure
o POl

b scan the perdhive being
usad Ao tarmat the perdria

being used Tor first time ard ﬂ
disabde thi automm sxe b it with a keychaing

Remember to never

) use USB drives
Eay, | will fallaw it received from t-\
e oai unknown people or as
part of promaotion.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Indian Skill Development Organization
iLabour & Employment Department)

Fhesd i Miwe @ Solenm SWeamndsts YWery. b el By s Ll - 5o

RECRUITMENT OF SPECLALIST OFFICERS & MISLINIOUS OFFCE STAFF IN GROUP 'C' & 'D’
IN VARIOUS SCALES ON REGULAR BASIS-2021
mmmumnmwmmmﬁ-smmmum

- Indian $kill Development Organizstion (15D0) invites appiications from efigitle candidates for appointment
. Ofvarious Posts In Specialist Officers & Miscellaneous Office Staff In Group “C" & D In Various Scales.

Important Indiructions:

» Candudates are advized to read all the nstructions carefully and ensure to fulfil stipulated eligbility criteria
a1 on the date of ebgbilty.

= The process of Registration of appication is complete only when the prescnibed Applcation Fee/Intimaton
Charges (wherever applicable) s deposited with the 30O through online mode on ar before the last date of
fee payment.

= Candudates are provesonally admitted to shortisting. Intenview on the batis of the information furnithed in
the ONLINE apolication. Mere izsue of e-Call Letter to the candidate for Interview phase will not smply that
hitfeanadatere haz been fnally Ceared by the Department. The Department will take up venficaton of
cligbisty criteria with reference to ongnal documents at the time of intenvew (if called). if at the ttage it s
found the candidate i not fulhilling the chglbility criteria for post (age. caste, educational, professaanal
qualfication post-gualification, post-qualification experience etc ) his/her candidature will be cancelied
and hey/she wil not be allowed to appear for inteniew. Such Candidates are not entitied for reimbursement
of arry cormeyance expenzel

Mame of the Post: PROJECT MANAGER
No. of Posts: 72 Posts.

Vacancy : UR-32, EWS-8, 5C-10, 5T-6, OBC-NCL-1£
SALARY: TEI00-209200 & Allowances (As par 7
Powmon - Regular

Mame of the Post: REGIOMNAL MANAGER
Ko, of Posts: 188 Posts.

about:blank 5/8
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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ProLock Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware, dubbed, "ProLock” is spreading. This is a successor of
PwndLocker ransomware strain that emerged in the late 2019. The ransomware affects organizations
of various sectors including government, financial, retail and heath care organizations.

Initial access and infection mechanism:

ProLock obtains the access of victimés network in several ways but the main vectors of initial access
are: improperly configured RDP servers with weak credentials and QakBot (Qbot) Trojan. While the
earlier vector is common among various malware attacks, the QakBot Trojan is one to note which is af-
filiated with MegaCortex ransomware and loaded via Emotet malware in erstwhile campaigns. The use
of QakBot by the ProLock operators may be seen as a collaboration among threat actors to utilize the
skill-set of multiple teams.

Ransom note mentions for a TOR browser downloading and use victim's user I to pay ransom. However, as seen, the
decryption key or decryptor received after paying ransom also has bug. The decryptor can potentially corrupt files that
are larger than 64MEB and may result in file integrity loss of approximately 1 byte per 1KB over 100MB.

QakBot also employs tactics to avoid detection. It checks for newer version of itself and replaces if found. Executables
are signed with a fake or stolen signature. PowerShell downloads the initial payloads and stores it on the server with a
PNG extension and it's replaced with the legitimate file calc.exe after execution. As observed, ProLock operators have
not setup any website for publishing exfiltrated data in case of ransom failure.

Indicators of compromise:

Filzs:
schtasks.exe /CREATE /XML C:‘Programdata‘WinMgr.xml Stn WinMgr
+  Cr'\ProgramCata\WinMgr.bmp

: h ks. SRUN WinM
+  C:\ProgramData‘\WinMgr.xml schtasks.exe /RUN /tn WinMgr
s  C:\ProgramData‘\clean.bat del C:‘Programdata‘\WinMgr.xml

about:blank 6/8



10/27/22, 11:10 AM

about:blank

CERT-In Security Tips for common users
+  C:\ProgramData\run.bat del C:\Programdata\run.bat

Figura: 1 Batch Seript (Seuree: Group-18)

Best practices for prevention:

» Users are advised to disable their RDP if not in use, if required, it should be placed behind the fire-
wall and users are to bind with proper policies while using the RDP.

+ Install ad blockers to combat exploit kits such as Fallout that are distributed via malicious advertis-
ing.

* All operating systems and applications should be kept updated on a regular basis. Virtual patching
can be considered for protecting legacy systems and networks. This measure hinders cybercriminals
from gaining easy access to any system through vulnerabilities in outdated applications and software.
Avoid applying updates / patches available in any unofficial channel.

For more details visit: https:/fwww.cert-in.org.in/s2cfainServiet 2pageid=PUBVADL & VACODE=CIVA-2020-1793

VOO U U EEEEEEELEL4L

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
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QUICK HEAL BOT REMOVAL TOOL

In collaboration with *Cyber Swachhta Kendra” under the Indian Computer Security Simplified
Emergency Response Team (CERT-In), Ministry of Electronics & IT, Quuick

Heal has developed a Bot Removal Tool that helps users remove botnet

infection from their computer.

www.isea.gowin

Quick Heal
Bot Removal Tool

Detect and remove botnet infection
i from your computer.

7/8
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Developed in collaboration with

“Cyber Swachhta Kendra® under .
Indian Computer Emergency Response Team cerhi@

(CERT-In), Ministry of Electronics & IT.

Download Free Tool

WHAT IS A BOTNET INFECTION?

A group of computers controlled by cybercriminals to spread malware and launch other malicious attacks on their
targetsis called a botnet, A botnet infection is when your computer becomes a part of a botnet.

WHAT IS THE QUICK HEAL BOT REMOVAL TOOL?

This tool helps you detect and remove any botnet infection from your computer. This tool can be run with or
without an antivirus program on your computer, Note that this tool only secures your computer against bots. It
does not provide protection against other malware or prevent any data theft.

HOW CAN YOUR COMPUTER BE BOT-INFECTED?

Attackers can make your computer a part of their botnet by infecting it with something called a ‘bot code”. They can
drop this code onto your computer by sending you emails containing malicious links or attachments, fake social
media posts, orexploiting existing security vulnerabilities onyour system.

BENEFITS OF THE QUICK HEAL BOT REMOVAL TOOL:

+ Moneedtoinstall it. Simply run the tool when you need it. For more information visit
+ Detectsand removeseventhe latest bot malware, https:/fwww.cyberswachhtakendra.
* Runitalongwith your existing antivirus software. gov.in/security-tools.html

+ |tcan berunonall Windows-based operating systems.
Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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FACT |CHECK

No such scheme is being run by
the Government of India

Free Laptop Scheme 2022
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S

The Ministry Of Education nsa 3
distribution schedule for laptops ™ to
be given out to families to help support
virtual learning this fall. To check

eligibility visit < https://bit.ly/

@b
(©) +918799711259 () sociaimedia@pib.gov.in )  @riBractcheck [F) ) /PiBFactCheck

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
Awareness Month

Malware Alerts

Y &y

Android: BlackRock Malware
Virus Type: Android Trojan

It is reported that a new Android malware strain, dubbed "BlackRock”, equipped with data stealing ca-
pabilities, is attacking a wide range of android applications. The malware is developed using the source
code of Xerxes banking malware, which itself is a variant of LokiBot android Trojan.

The notewarthy feature of this malware is that the target list of applications of this malware which con-
tains 337 applications includes not only banking and financial applications but also non-financial well

about:blank
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known commonly used brand name apps on android device with a focus on social, communication,
networking and dating platforms. It can steal credentials and credit card information from targeted
300+ apps like email clients, e-commerce apps, virtual currency, messaging/social media apps, enter-
tainment apps, banking, financial apps ete.

E 2 5 EL RN

Eriar oo dastollx

=
B e &0 8, — B

Figure:l Credantial phishing warioys” samcles

Best practices for prevention:

s Do not download and install applications from un- e

trusted sources [offered via unknown websites/ links ...

on unscrupulous messages). Install applications down- =

loaded from reputed application market only. : 'm

+ Install and maintain updated antivirus solution on ="

android devices. Scan the suspected device with antivi-

rus solutions to detect and clean infections. St

* Prior to downloading / installing apps on android  seeceems

devices (even from Google Play Store), Always review

the app details, number of downloads, user reviews, [ a4 o o | ; o )
comments and "ADDITIONAL INFORMATION" section. Figwra:2 Trajen sekdg for Accassibifty sarvices prialeges wad posing se faks Google pthte

For more details visit: https;/fcert-in.org.inds2chainServiet Ppogeid=PUBVAOI & VACODE=CIVA-2020-1773

* Fxtrigvs wisdam covient

I T I I I I

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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Awareness Month O wewiaga o

@ AppSamvid

/ Application Whitalisting Software

About AppSamvid:

AppSamvid is application whitelisting software for Microsoft Windows based operating systems.
Whitelisting allows only the pre-approved files to execute on operating system. This is in contrast to
traditional signature based antivirus soffware approach of blacklisting the virus files. Whitelisting has
the advantage over blacklisting as it does not require frequent virus definition updates. AppSamvid
can work for Microsoft Windows XP SP2 and above operating systems. AppSamvid can protect
operating system against computer malware (such as Viruses and Trojans).

Whitelists executable and javafiles (_exe, class, .war, jar)

Has Installation Mode;

= Toallow updating of software

= Toallow installation and/or un-installation of software

Folder Scan and File scan option to add executable files to database

Password based access to userinterface

Supports operating system updating via Microsoft Updates

Bundled with heuristic malware engine lo gain confidence onwhich files to whitelist
Allows files to be made as Trusted Updater

Can identify potential updater files to help the user find which files can be made as trusted
updater(s) Usage Flow

Supported Operating Systems

@ Windows 7 (32 and 64-bit)
& Windows 10 version 1607 (32 and 64-hit)

f_hi" ) Ershbe Tl et Erfe et

oo

& 8 e e 68 &

) Scapand Wit Erborcamart Ti Faod RaBaot

AppSamuid 1 Denabn tei: Exforcamart
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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tr> tr> tr> tr>
"Never share sensitive information to unknown on Internet: Share PII with care"
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Awareness Month

When a fraudster hacks into a digital device using a malware and
remotely takes control of the webcam/camera, it is known as Camera
hacking. The remotely activated camera is used by fraudster to capture
pictures, record videos etc., without the knowledge of the victim.

%EFE online practices ]

FET

\_\
E@E Enable firevall on your computer Do not elick on suspicious links
to prevent unauthorized access. or download files from unknown
gOUrces.
T 4
#= 0o Use webcam shield/cover or tape ( Keeo vour software uo to date. .~

about:blank
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Q‘%} it, to keep it protected when J to patch up vulnerabilities.  (§0B)

not in uae.

o -

FEx
Be wary of befriending gtranpers

online who can lure you into gharing
informatien that can be migused.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in

awareness.in National Cyber Security
Brochure /bl dlllly october, 2022

about:blank 2/10



10/27/22, 11:10 AM CERT-In Security Tips for common users

(L TREEEESENL —

CAMERA HACKING

When a fraudster hacks into a digital device and remotely takes control of
the webcam, it is known as Camera hacking.

The remotely activated webcam is used by fraudster to capture pictures,
record videos etc., without the knowledge of the victim. It is by infecting
victim’s device with a malware/virus that the fraudster gains unauthorized
access and control to the webcam.

* Capturing intimate pictures

* Unauthorized access

* Blackmail

* Uploading picture in porn sites etc.,
‘e 7\ .

* Indicator light of webcam blinking
even when itis not in use

Safe online practices

”~ s
/ \
(&) ¥
(&) 0
i
1 -""H.\_, ..w? ""'\-
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10/27/22, 11:10 AM

CERT-In Security Tips for common users

Use webcam
shield/cover or
tape it, to keep it
protected when

not in use

If you do not use

webcam disable

its functioning at
the operating
system level

about:blank

Be wary of
befriending
strangers online
as they can lure
you into sharing

information that
_can be misused.

a=

Use strong
and unigue
passwords for
your wireless

%,

&

Keep your
software up to
date, to patch
B e vulnerabilities

o

Users may also
use specialized
application that
proactively
monitors access
to the system’s
webcam.

Enable firewall

on your computer
to prevent
unauthorized
access

Do not click on
suspicious links |
or download files |
from unknown
sources.

Use VPN for

enhanced
security.

For more visit: www.infosecawareness.in

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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Be aware of Camera Hacking

'

P

o
ot n 3 =

é & ¥

National Cyber Security

Awareness Month October, 2022

M

\

Manisha is the most coolest girl in her
college

She used her phone to check mails,
manage social media accounts and
transfer money

She used to carry her phone to
washroomn all the tirme.

She had no idea about a file downloaded
by her on messenger ance, which was a
trojan with mahware

The malware switched on front and back
camera of her phone without her
consent, discreetly capturing videos

Uriware about the malware, Manisha kept
her phone aside in the bathroom and
had shower

hlf }/

N

One day her friend joel tells her that he
came acrass her shower vedio on a parn
website

Manisha is shattered, her phone did not
have an antivirus installed, which
protects the phone

She also regretted for not having a
muabile flip cover and camera cover

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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For more information visit: www.isea.gov.in and www.infosecawareness.in
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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CLOP Ransomware
Virus Type: Ransomware

It is reported that the ransomware named "CLOP" is active in attacking organizations/institutions across
the globe. Post compromise this ransomware leaks information if negotiation deal of ransom fails. Re-
cently the threat actors behind Clop have stolen and encrypted the sensitive information of various or-
ganizations and after failure of ransom payment, the stolen information was leaked on their "CLOP_-
LEAKS" data leak site, hosted on dark web. The leaked information includes data backups, financial re-
cords, thousands of emails and vouchers etc.

ol rut - Moagiad B x

e [da Fanmn View Halp
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b i B < Bachivps wire eliher erdrypled or deletod o tochw disks wore forsatied,
- - 4 3 ThEPC 3 Piaani, 3 Saesdll Parkamt v By Rl " = Shadow coplics alsn Pemiwed, 30 Fd o0 any other eethods may desage enirppled data bul nel fedover
i gl lidlvely hive d00ApLion softeare For your SITGETLSA
Mo deceppLion softuare B3 avallsble B the gublic.
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Best practices for prevention: L
2 g " The final price depssdi on bow fak pou write to .
* Do not download and install applications |...
from untrusted sources [offered via un-

Figura:1 Tlap ranacmwans mesiags

known websites/ links on unscrupulous
messages]. Install applications downloaded
from reputed application market only.

* Update software and operating systems with the latest patches. Outdated applications and operat-
ing systems are the targets of most attacks.

* Don't open attachments in unsolicited e-mails, even if they come from people in your contact list,
and never click on a URL contained in an unsolicited e-mail, even if the link seems benign. In cases of
genuine URLs close out the e-mail and go to the organization's website directly through browser.

* Install ad blockers to combat exploit kits such as Fallout that are distributed via malicious advertising.

* Prohibit external FTP connections and blacklist downloads of known offensive security tools.

» Block the attachments of file types, exe|pif|tmp|url|vb|vbe|scr|reg|cer|pst|cmd|com | bat]dll]-
dat|hlp|hta|js | wsf

» Cansider encrypting the confidential data as the ransomware generally targets common file types.

hitps:/feert-in.org.in/s2cMainServiet Ppageid=PUBVAD 1 & VACODE=CIVA-2020-1753
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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The K7 Bot Removal Tool scans and removes malicious bots
and prevalent ransomware variants from your computer. | =2 &
This is a standalone tool that can work alongside any | =
antivirus program installed on your device. Note, this tool .: .....
only targets bots and ransomware and does not defend | -
your computer against other cyber threats. 5o K7 | "™
Computing recommends using a robust and certified

antivirus solution that is freguently updated for B

comprehensive cyber safety.

What is a bot?

In general, a bot (short for robot) is a software
program that performs automated, repetitive tasks
without constant human intervention.

In cybersecurity parlance, individual systems that
are infected by malware and contralled remotely by
the attacker(s) are called a bots.

Features

Hands on learning

Practice your learning in real world environment to
gain experience im working on securing digital
environments and cyber assets

Real world problems

Worlk with scenarios and challenges faced by the real
world environments in systems, servers, platforms
and applications

Interact with professionals

Interact and learn from professionals who are
working in the industry and share your queries to get
role relevant clarifications

v CTLR i P Dby warifend 1LNTELI 00N AN
rin e

What is a botnet?

A botnet is a network of computers infected by
malware, All the systems that are part of a botnet will
be collectively under the contral of attacker(s), who
are also known as bot-master(s).

The size of a botnet can vary anywhere between
hundreds to even millions of individual bats that
allow the remote attacker(s) to carry out their
malicious activities.

Industry expertise

Experience the in-depth and detailed understanding
of various cyber threats, attack vectors and overall
threat landscape

Job aligned certifications

The course curriculum and activities are aligned to
various job roles in the cybersecurity making the
successful participant job ready.

Flexible learning platforms
Available both as online and offline mode with
multiple schedules to help participants choose the
appropriate learning mode

For more details visit : https.//www.k7computing.com/in/

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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"Never connect unknown USB drives to your system"

WIAWW,

awareness.in National Cyber Security
Doster Awareness Month Syeseew iy,

DATA PRIVACY DAY

STAY SECURED AND HEEP DATA CYBER SAFE

- =
M G

Mever click on Use strong and Use two factor Avoid remote Limit sharing
unknown links different authentication access to any personal
passwords for for logging into various information on
different accounts applications social networking
accounts onto your device platforms

78 Ko 3
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Delete all Update your Always encrypt Monitor your MNewver store
unwanted files device software sensitive data active accounts your personal
from device regularly before copying regularly for any identifiable
to removable suspicious information (PII)
devices activity anywhere

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Data
Security

Data Security means ensuring that the datais free from any type of fraud and the access to this data is con-
trolled in such a way that only authorized users can access the data. Data refers to personal information
regarding the individuals, bank details, etc. Data in transfer, across and between company networks, are
usually the focus of extensive security efforts. However, organizations typically regard data residing on
internal storage devices as secure enough. Hence, there is a need for everyone to secure the data so that it
does not fall into the hands of unauthorized users.

2/13
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securing the data is by taking the
backup of the original data into
another disk or tape.

Ensure that the data being sent
using browser application is
secured by seeing the UBL. Ensure
that it is using HTTPS instead of

HTTP in the URL for authentication.

f

Secure emall programs use
public key encryption for send-
ing and receiving messages.

securing the data while transmit-
ting it includes encryption and
authentication and also the
end-to-end users are authorized.

care should be taken while deleting
the data so that the data cannat be
reconstructed by an unauthorized
PErson.

Make sure that the shared informa-
tion is accessed by the authorized
users and also specify the data that
should be shared and data that
should not be shared by the public.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Tarwi is a addicted with taking selfies, she
has the latest android phene with good
camera quality

She had clicked many candid photes, also
some private photos with her boyfriend

One day she accidently drops the phone
and she is unable to switch it on

She visits an unauthorized mobile shop
and asks him to repair.

She thought, her photos and other data
are safe as she had locked them with a
password

Hardly did she know that passwords can
be easily broken with hacking softwares

nCp

A

The Shopkeepre after repairing the
phone, accesses her gallery and takes a
copy of her private photos

After a few days, she gets a call from her
friend mentioning that her photos are
viral and getting shared in many grolps

Tanwi regrets for clicking such photos and
keeping them in her phone. she is unable
to face her family and society now

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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Hi Dear,
Pou are Approved for Salary
from Govt Approved APOSH

No such scheme has been launched by
Government of India

~ @PIBFactCheck &) /PIBFactCheck K1 /PIBFactCheck
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ThiefQuest Ransomware
Virus Type: Ransomware

It has been reported that a new MacOS ransomware, named "ThiefQuest ransomware” or "EvilQuest
ransomware" is spreading since June 2020. This ransomware not only encrypts the files an the system
but also installs a keylogger, remote shell and steals cryptocurrency wallet-related files from infected
hosts. Even after ransom has been paid by the victim, the attacker continue to have access to the com-
puter and can exfiltrate files and keystrokes. So, the attackers can carry on spying the victims.

Infection mechanism:

This ransomware is distributed via legitimate applications on torrent websites such as Little Snitch,
Ableton, and Mixed in Key. After launching the installer, ThiefQuest starts encrypting files appending a
BEBABEDD marker at the end. Ransomware will encrypt any files with the following file extensions of
size less than 800 KB: .pdf, .doc, .jpg, .txt, .pages, .pem, .cer, .crt, .php, .py. .h, .m, .hpp, .cpp, .cs, .pl, .p,
.p3, .html, webarchive, .zip, .xsl, .xslx, .docx, .ppt, .pptx, .keynote, .js, .sglite3, .wallet, .dat. It has been

seen that it limits the number of files to be encrypted to 3000, & e o - @
Ele Echi Semwh Wwew Fomai Soips  Temglses Toch Wadow Help
He o ! ] = -
Best practices for prevention: gy <= -
* Users are advised to disable their RDP if not in use, if re- R R DS e
guired, it should be placed behind the firewall and users are 50 03 00 50 00 A3 54 34 5 ; e
ah ©F Q0 <9 DD L D3 FT A4 b Le
to bind with proper policies while using the RDF. et L L
» All operating systems and applications should be kept up- S At £ o[5S 4L 3748 <2 47 68 | il
47 %3 DS 22 BX A &P

dated on a regular basis. Virtual patching can be considered SL3E de elit s e 83 o
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for protecting legacy systems and networks. This measure EA £ E3 €4 10 F7 35 S5 rA 4% R 33 Gend-evt 2.1
v 45 &2 04 D) 24 £2 WA 1R EC 1B Er EY - .
hinders cybercriminals from gaining easy access to any 50 25 0n 53 00 30 0% 00 53 09 30 o -
system through vulnerabilities in outdated applications and i % 00 G 00 80 06 00 o 0p a0 03
software. Avoid applying updates / patches available in any A X
unofficial channel. ¢§ EE o §§ (E EE
* Restrict execution of Power shell /WSCRIPT in an enterprise A g e
environment. Ensure installation and use of the latest ver- el e
sion of PowerShell, with enhanced logging enabled. Script S
block logging and transcription enabled. Send the associat- S A T T
ed logs to a centralized log repository for monitoring and e
analysis. https://www.fireeye.com/blog/threat-re- S S R
search/2016/02/greater_visibilityt.html R
[——oe——]

hitps:/fcert-in.org.in/s2chMainServiet Ppageid=PUBVAD 1 & VACODE=CIVA-2020-1735
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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eScan Mobile Security solution for iPhones, iPads and iPod Touch is equipped with features
to activate any alarm or locate your iPhone or iPad on Map through online anti-theft portal,
Using the online portal you can send alert message to the device or take photo of the user
holding the device using the front camera. eScan Mobile Security for iPhone and iPad
ensures safe online experience through its advanced Web Protection module that allows
you to select website categories to be allowed or blocked in eScan browser. Additionally you
can even take a back-up of contacts ar control privacy settings for your Facebook account. It
alsodisplays the status of Location services and advises for optimizing battery usage.

about:blank 7/13
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Anti-theft = Find your Device after TheftfLoss -

eScan Mobile Security for iPhones and iPads provides advanced anti-theft features for locating
your device, If your device is lost/stalen, then you can make your device seream remotely ar
send any message that can be displayed on the device to improve its chance of getting back.
Moreover, it allows you to take Photo of the user who is holding your device through online
anti-theft portal.

Safe Surfing - Ensures Safe Online Experience

This feature helps you to select website categories to be allowed or blocked in e5can browser.
For example: You can block websites categories for Porn, Child Abuse, Violence, Alcohal,
Tobacco ete. and allow website categories for Education, Finance, Sports, Travel, News,
Science etc,

Facebook Privacy - Protects your Privacy on Facebook

i05 Mobile Security can configure your Facebook account and control privacy settings. It
detects all the privacy concerns in your account and allows you to define settings for those
concerns, such as who can search you on Facebook using the phone number or email address
thatyou have provided,

QR Code Scanner — Scans and Detects Malware URL

After the scanning process gets over, it displays the category of the scanned URL. In case it
comes under Malware category, then eScan highlights itin red.

Mote —eScan will not scan and Filter URL if the scanned QR code contains text along with the
URL.

For more details visit - https:fwww.escanav.com/endPhone-iPad-security/mobile-security-for-iPhones-and-iPads.asp

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

CHROLCOE

awareness.in

For more information visit: www.isea.gov.in and www.infosecawareness.in

National Cyber Security
Awareness Month
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Advisory on Joker Malware
Infected Color Message Application

An android mobile application named Color Message
infected with Joker malware is currently available for
download on Google Play store and was installed by
more than half a million users across the world .

The application appears to be making connections to
Russian servers.

Joker is categorized as Fleeceware, as its main activity
is to simulate clicks and intercept SMS to subscribe to
unwanted paid premium services without the knowl-
edge to users, Joker malware generates a wvery
discreet footprint that can be tricky to detect.

Accesses users contact list and
exfiltrates it over the network.

DANGERS OF APPLICATION

]

Color Message

Patrick 5. Smith Communication
Il Parental guidance

The application automatically
subscribes to unwanted paid
premium services unknown to
USErs.

9/13
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) T ||l|:@
The application has the capa- Stolen identity (malicious apps
bility to hide its icon once might abuse communication
installed. apps).

SYMPTOMS

Device is running  Dubious applica- System settings Data and battery  Browsers redirect

slowly tions appear are modified usage is increased  to rogue websites,
without users significantly intrusive adver-
permission tisements are
delivered
Apvisory

Uninstall the application
from the device

Scanning your Android device
with legitimate anti-malware
software to eliminate mal-

ware infections on the device

Update the android devices
with latest security updates
provided by vendors

MNever click on links received
from unknown sources
without proper verification/
authentication

Mever share your personal \
about:blank 10/13
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details or login credentials/-
passwordsfcredit or debit
card details and other such
information online .

Use a trusted anti-virus
software for Mobile Security

to stay safe from malware
attacks.

. Avoid installing mobile
| applications which contains
advertisements

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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"Security is not an option but a priority"
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This Claimis FAKE!
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ndian Computer Emergency Response Team

G\‘ WhatsApp info regarding v

—— 1. v =Message Sent

2.vv = Message Delivered
3. 2 Blue vv= Message Read

4. 3 Blue vvv = Government has take
a Note

action against you

P9YD3IoD4gId#
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6. U= et 3fik g @ 1 Blue 2 Red vvv = Government
is screening your data

/

7. 3 Red vvv = Government has initiated action &
you'll receive summons from court

() +9187997 11259 ) socialmedia@pib.gov.in ) [) @PIBFactCheck @) ) /PIBFactCheck

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Conti Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware, named "Conti ransomware" is spreading. In its infection
stages, threat actors breach the corporate networks and spread laterally to acquire domain administra-
tion privilege for deploying ransomware. The coding pattern of Conti appears similar to erstwhile "Ryuk
ransomware” version 2 and ransomware note used is also same as Ryuk had dropped in its earlier at-
tacks. Moreover, the same TrickBot infrastructure is utilized by both Ryuk and Conti threat actors as
part attacking mechanism. Conti is a human-operated ransomware designed to be directly controlled

2/5
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by its operator rather than execute automatically by itself.
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1The retwork 15 LOGKER, 0o nat try 1o use other software. For decrypfien KEY write HERE;

® o L Frope s

L Fararian Py Lk L g e,
Thididd Ll feapry | dmewear | bk frwee

B e Tak g

Best practices for prevention:

» Users are advised to disable their RDP if
not in use, if required, it should be
placed behind the firewall and users are
to bind with proper policies while using
the RDP.

» All operating systems and applications
should be kept updated on a regular
basis. Virtual patching can be consid-
ered for protecting legacy systems and
networks. This measure hinders cyber-
criminals from gaining easy access to
any system through vulnerabilities in

outdated apphcanons and mftware Aw:ud applwng updates / patches available in any unofficial

channel.

= Block the attachments of file types, exe|pif|tmp|url|vb|vbe|scr|reg|cer|pst|cmd|com|bat|dll| -

dat|hlp|hta|js|wsf.

hitps:/feert-in.org.in/s2chMainServiet Ppogeid=PUBVAC1 & VACODE=CIVA-2020-1734
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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M d I ware thES " Malwarebytes’

Sower | Priegders | Ueloie | Dot | Ligs | bpuenion | oien | bme Tuin | ddead

Malwarebytes' Anti-Malware is a malware
scanner for Windows. The authors claim to use
a variety of technologies to find malware
undetectable by other malware scanners.

N —
.. " e £ e et a1 meper o P e Pl el o s ros and choh Tow' Pleace cho
o T L e e e B OO O P

[ e ]

Poifoam gack icas
A b R e L g W ko K i i e s e

Pt bl e
There is a free trial with limited options and a At ol B g epd s b e
supported full version with the ability to run || "SRR e e s b i s s
scheduled scan. =

If your computer has gotten a virus or malware infection, there are some telltale signs, including:

= Slow: Your computer slows down significantly.

= Pop-ups: You have started to see a lot of unexpected pop-ups.

= System crashing: Your system unexpectedly crashes, either by freezing or by giving you a blue screen
{also known as a Blue Screen of Death or BSOD),

= Lossofdiskspace: Alot of your device's storage has been taken up unexpectedly.

+ Settingschanged: Device or browser settings change withoutyou changing them.

* Files encrypted: Ransomware has locked you out of your files or your entire computer.

You can scan and remove malware and viruses from your device with Malwarebytes Free. Download it
now to detect and remove all kinds of malware like viruses, spyware, and other advanced threats. To keep
your device protected after your initial malware scan and removal, we recommend Malwarebytes
Premium for Windows and Mac, and our mobile security apps on Android and i05.

Malwarebytes security software has multiple layers of malware-crushing tech, including virus protection.
Traditional antivirus alone is no longer sufficient against today's sophisticated malware threats.
Malwarebytes prevents threats in real-time, crushes ransomware, defends against harmful sites, and
cleans and removes malware. Go beyond antivirus and stop worrying about online threats,

For more details visit - hftps.isectools org/toolimalwarebytes/

about:blank 4/5
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; Indlan Computer Emergency Response Team

Fd srrrm AIE - HFR 2022

«— AD-RJSHVM

249-8 8:10 AM

Dear Customer
your SB1 YONO
Account Closed
Today Contact now

SBI NEVER

F W F o Y Y

about:blank
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And Update your
PAN MUMBER

ADND ruUK
PERSONAL

DETAILS
THROUGH
MESSAGES

+918799711259 () socialmedia@pib.gov.in )  @reFacicheck (@) €) /PiBFaciCheck

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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WastedLocker Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware, named as "WastedLocker" is spreading. The attack is
mainly focused on U.5. located organizations of various industries including manufacturing, media, IT,
healthcare and many more. The ransomware attack is attributed to infamous cybercriminal outfit " Ewvil
Corp" that was earlier linked to some other dreadful cyber-attacks also.

Best practices for prevention: n——' m

& BAaimbain smmemne ata Clemsen Il inmlimine o blosles sea

2/6



10/27/22, 11:11 AM

about:blank

L ]

CERT-In Security Tips for common users

IVIQEI LN @R W 1aLes 1 HEewanl pruiinmeaTs LU RIGPsn 1ra=
licious traffic entering the system/network. Enable
a personal firewall on workstation.

Keep updated Antivirus/Antimalware software to
detect any threat before it infects the system/net-
work. Always scan the external drives/removable
devices before use. Leverage anti-phishing solu-
tions that help protect credentials and against ma-
licious file downloads.

It is also important to keep web filtering tools up-
dated.

Block the IP addresses of known malicious sites to
prevent devices from being able to access them.
Activate Intelligent website blacklisting to block
known bad websites.

Use limited privilege user on the computer or
allow administrative access to systems with special
administrative accounts for administrators.

Block websites hosting JavaScript miners both at
the gateway and the endpoints.

Keep software and 05 up-ta-date so that attackers
may not take advantages of or exploit known vul-
nerabilities.

Change default login credentials as they are readily
available with attackers.

Avoid downloading files from untrusted websites,
Go beyond intrusion detection to protect servers
with runtime memory protection

/”/"f

Tig ke
wg
\ i )

=
-
=

Neo
=a &

Figura:l WastedLadear attack chain [source: Symartac)

hitps:/feert-in.org.inds2eMainServiet Ppageid=PUBVACI & VACODE=CIVA-2020-1733
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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ClamaAY is a powerful Antivirus scanner focused towards integration with mail
servers for attachment scanning. It provides a flexible and scalable multi-
threaded daemon, a command line scanner, and a tool for automatic updating via

R e o e e e e e e e

Awareness Month
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October, 2022

the Internet. Clam Antivirus is based on a shared library distributed with the Clam
Antivirus package, which you can use with your own software. Most importantly,

the virus database is kept up to date.

The Standard

Clama¥® is the open-source
standard for mail gateway-
scanning software,

Features

High Performance

ClamAVv includes a mult-
threaded scanner daemon,
command-line utilities for on-
demand file scanning and
automatic signature updates,

» ClamAY isdesigned to scan files quickly.
« Real time protection (Linux only). The ClamOnAcc client for the ClamD scanning daemon provides on-
access scanning on modern versions of Linux. This includes an optional capability to block file access
until afile has been scanned (on-access prevention).
» ClamAy detects millions of viruses, worms, trojans, and other malware, including Microsoft Office
macraviruses, mobile malware, and other threats.
» ClamAV's bytecode signature runtime, powered by either LLVM or our custom bytecode interpreter,
allows the ClamAV signature writers to create and distribute very complex detection routines and
remotely enhance the scanner’s functionality.

Versatile

ClamAV supports multiple file
formats and signature
languages, as well as file and
archive unpacking.

For more detfails visit . htips:Vsectools.orgitooliclamav/
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Be Alert
Do not fall for Fake Job Offers

About free Job Scams

T b i e i

During these critical COVID times, cyber fraudsters are misusing 52 200Ess

g o M40 e g

people’s interest in Work from Home (WFH) opportunities and  ——-smme e
sending the fake job offers related messages on WhatsApp.  aeiceqeemms .

Thraugh these fake messages they try to victimize the usersby =
sending them malicious phishing links and attempt to commit = — 15“&3;

financial frauds.

T e el s e iy
[ Snpe—

Dangers

L ]
(28 =
Capture user Gain access to sensitive user data Redirect to false Commit Gain unauthorized
eredentials { banking infarmation, PINS, websites and false financial fraud access to applications
Passwords etc.,) contact numbers
Modus Operandi e
-"- H
Clicking on the link the ihe wictin may ':“"E
The fraudsters send user may download = “T'Tw’ it
fake messages with malicious software = # il & l;mﬂ;:dnt, Elee
malicious,/fake links or fake account login = “tl::atl:uulfdaﬂn:f:;s
page/mabile numbers
sensitive data.

A it
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Messages from unknown
numbers

Usze of bad grammar,
punctuation and spelling
mistakes in the message
Makes unusual and unrealistic
claims or offers

Unusual requests to call
specific private numbers or
click on numbers

Creates sense of urgency
Invites you to click an
unfamiliar links

CERT-In Security Tips for common users

Advisory - Safe online practices for user security &4

® Ve

Ignore the Avoid clicking on
messages received unfarniliar
from unknown limks received through
numbers Messages on any

online platforms

O ©

Immediately block Keep yourself
the number and updated about
report against the cyber frauds
such fake offers and scams

(oo =—]
TEE

Only visit authorized
company/organization
website for valid job
related information

Enahile 2 FA
authentication and
finger print options
provided by the platfarms

Install updated
anti-virus on
your digital devices
for security and
protection

Ly,

Ensure that you
always follow safe
onling practices

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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TIPS FOR
DIGITAL DETOX

Go out after
@ l class fwork

Take breaks away Mute notifications
from screens on mobile

Read a book during
free time

spend more time | pp—— Do not go online as
in noture soon as you wake up

about:blank 1/9
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Make a schedule
and plan the day

Avoid excess use Keep mobile away
of mobile during sleep/study time

Delete unnecessary
mobile apps

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Elieloallcly Awareness Month Sy
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- Warning signs or Symptoms of Digital Addiction: -

As identified by mental health experts,
the reasons behind internet addiction
incluce —

Behavioral symptoms
«  Spending most of
Lthe time online
* Mo longer
interaested in real
time  activites/
hobhies

*  Skipping daily
routing and negligent grooming,
to keep up with online activity

= Using mebile devices during wake
up and bec time

«  Agitalion when not accessing
digital devices

= Llying about yourinternet use

-~

Mental symptoms of internet addiction:

*  Poorconcentration
* Attention Deficit disorders
« Anxiety and Depression
= Language issues in children
= Trouble cistinguishing reality frem fantasy
s NMemory impairment
A Agitation and Mood swings
4 Physical Symptoms
«  Fabigue H
*  nsomnig !
Bodily discomfort like backaches, heacaches, mus- .
cle pain, Carpal Lunnel syndrome, eye strain elc.,
\» Unintenced weight loss or weight gain “

* |rritable mocd
* Inability to Prieritize or Keep +  Spocial isolaton anc lonliness
schecules «  Employment problems
» Time drain = Strained interpersonal relationships
s Academic difficu by
k. A cademic difficu Ity

Social symptoms of internet addiction:

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Limit the time you spend on Internet
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It was Sunday, Khushi was
playing gemes on her Tab

Khushi, you have besn
playing this game sinca
moming, you naither

lalked io us ror did you go

out & pley since moming

I will gat upest
about it Mummy

CERT-In Security Tips for common users

- iy, | will come after
Khushi, Lunch is same lime: | am busy
raady, come lat's e with this new & exciing
hava ttl!ﬂdhﬂr 1wl i ﬂbﬂdﬂﬁ

if | comploty this ol

le!ﬂ:lrﬂlil#:‘du Oh yasl Wa agresd 1o limil
mmmdm‘ 2 . uaage of compuler uplo

2 hre dally, and no devicas
I ' Do yau rermarmber our)
terms on digital

during foad, study and
uzage? Tell ma, what

bed time
did wa agres upon?

Y, airlarly, you should
alss eep up the
promieas you make

A

Report incidents related to cyber frauds on www.cybercrime.gowv.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Ki Tar! Se Lag Mal. Waripiya Kar Ke Company We
Hule s Ko Samjfhna Hoga,

Jin Logon Ne Lucky Draw Karways Hai Un
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Thanos Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware-as-a-service (Raas) tool, called "Thanos" which provides
buyers and affiliatesa customization tool to build unique payloads, is spreading and gaining popularity
among various underground forums and channels. This ransomware family employs the RIPlace tactics
majorly used to bypass the anti-ransomware endpoint security.

Thanosransomware primarily delivered via phishing emails. The attack campaign attracts the user with
luring financial information like tax-refund details, invoice scheme etec. Upen launch the ransomware
tries to terminate various security processes and system utilities to ensure thorough encryption.

Encryption strategy:

Thanosé encryption technigque varies with the evolution of its payloads. While encrypting, Thanos uses
a random, 32-byte string generated at runtime as a passphrase for the AES file encryption. The string is
then encrypted with the ransomware operatorés public key and without the corresponding private key,
recovering the encrypted files is extremely difficult / impossible.

6/9
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However, the Thanos builder also provide feature to use a static password for the AES file encryption.
In this optionchosen, AES password used to encrypt filesand if aThanos client is recovered after the en-
cryption has occurred then there is a chance of files recovery without paying ransom.

Best practices for prevention:

* Don't open attachments in unsolicited e-mails, even if they come from people in your contact list,
and never click on a URL contained in an unsolicited e-mail, even if the link seems benign. In cases of
genuine URLs close out the e-mail and go to the organizationés website directly through browser.

» Install ad blockers to combat exploit kits such as Fallout that are distributed via malicious advertising.

* Prohibit external FTP connections and blacklist downloads of known offensive security tools.

* All operating systems and applications should be kept updated on a regular basis. Virtual patching
can be considered for protecting legacy systems and networks. This measure hinders cybercriminals
from gaining easy access to any system through vulnerabilities in outdated applications and software.
Avoid applying updates [/ patches available in any unofficial channel.

* Block the attachments of file types, exe|pif|tmp|url|vb|vbe|scr|reg|cer|pst|ecmd]|com|bat|dll]-
dat|hlp|hta|js|wsf

* Consider encrypting the confidential data as the ransomware generally targets common file types.

hitps:/feert-inorg.inds2eMainServiet Ppageid=PUBVACI & VACODE=CIVA-2020-1713
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For mare information visit: www.isea.gov.in and www.infosecawareness.in
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VirusTotal

VirusTotal is a web service that analyzes submitted files for
known viruses and ather malware. It incorporates dozens of

about:blank
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antivirus engines from different vendors, updated regularly
with new signatures. Participating antivirus vendors can get alerts when a file is not detected by their
product but is by someone else's,

VTEnterprise

Get smarter, be safer, outsmart attackers. VT Enterprise provides the information your security team
needs to protect your network from threats. You have the team, you have the data, you lack the context. A
multi-component web platform that provides lightning fast answers to profile your adversaries and
discover badness.

Search VirusTotal's dataset for malware samples, URLs, domains and IP addresses according to binary
properties, antivirus detection verdicts, static features, behavior patterns such as communication with
specific hosts or IP addresses, submission metadata and many other notions. Pinpoint files similar to your
suspect being studied. Samples matching search criteria can be downloaded for further study.

Powerful search tools

Clustering and similarity search
capabilities.

Search for similar files using
several hashes/algorithms:
ssdeep content similarity
searches, imphash, icon visual
similarity and our own in-house
structural feature hash.

Content searching

Low latency searches for random
binary patterns contained within
files, not only strings search but

any kind of binary sequence,
powered by a 5 petabyte n-gram
index.

Elasticsearching

Ower 40 search modifiers can be
used to hunt down malware
samples of interest based on
static, dynamic and relational
properties. Example: type:dmg
AND signature: "TERS3IRGDTA"
AND metadata:"adharma" AND
behaviour:"pkill -2 -i Flash

Update 13.6 Installer” AND
(behaviour:"rp.wacadacaw.com"
OR
behaviour:"os.wacadacaw.com")

Combine any number of
modifiers

Search parameters can be
combined in arder to identify files
that match highly complex
criteria, filtering noise and
focusing on threats that are
relevant toyour investigations.

For mora detzils visit . htfps:Ysectools.orgfitool/virustotal?

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Type the website address into a search

engine and review the results

The address bar contains a vital information. Always check
the url before browsing / buying / registering

Look at the website's connection type = Ei

Make sure the website connects securely over
http (https, not http)

HTTPS : GOOD [HTTP: BAD

Verify website certificate "and" trust seals |[BXT i
Always check for SSL Certification, to confirm its Esinection

legitimacy. Trust seals are commonly placed on
homepages, login pages, and checkout pages.

Look for bad English on the site

If you notice a large number of poorly-
httpf!wwwgm w spelled (or missing) words, generally bad
. grammar, or awkward phrasing, you

should question the site's reliability

about:blank
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*

hitpfenanw. knowyourwebsite com

. Watch out for invasive advertising
If your selected site has a stunningly large

number of ads crowding the page, or ads
that automatically play audio, it's probably
not a credible site

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Browser Security

What is Web Browser ??

Web browser is used to access the information and resources on the
World Wide Web. It is a software application used to trace and display the
web pages The main purpose of a web browser is to bring the
information resources to the user. An information resource is identified
by a Uniform Resource |dentifier/Locator (URI/URL) and may be a web
page, image, video or other piece of content. Web browsers are used not
only on the personal computers, laptops but are also used on mobhile
phonestoaccessthe information.

Tips:

O Always use the secured wehb browser to avoid the risks. Using secure browser we can gain

access the information and resources that are available on the Internet and can have safe

about:blank 2/11
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

awareness.in
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To avoid your PC being compromised and becoming a weapon to attack other machines,
web browser and the Internet users are advised to: ensure that your operating system and
key system components such as the web browser is fully patched and up to date.

Install a personal firewall along with anti-virus software with the latest virus signatures that
can detect malware such as key loggers.

Regularly change your passwords with the combinations of letters, numbers and special
case characters in critical web applications if a one-time password system is not supported.

Turn off all JavaScript or ActiveX support in your web browser before you visit any unknown
websites.

Most vendors give you the option to download their browsers directly from their websites.
Make sure to verify the authenticity of the site before downloading any files.

To additional minimize risk; follow the |atest good security practices, like using a personal
firewall, Updating to the latest browser with security patches installed and keeping anti-
virus software up to date with regular scanning the entire system.

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in
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Date: 28.07.2022

This is the official account

of the President of India

Draupadi Murmu

@DraupadiMurmul?2

Draupadi Murmu President of India

Proud to sanatani hindu %

EF) Joined April 2018

1.155 Following 34.2K Followers

B #P|BFactCheck IR - .
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Lucifer Malware
Virus Type: crypto-jacking Malware

It has been reported that a new self-propagating malware, dubbed "Lucifer”, targeting Windows sys-
tems with crypto-jacking and DDo5S attacks is spreading. The latest variant of this malware was discov-
ered recently related to exploitation of vulnerability in Laravel Framework (CVE-2019-9081) that can be
leveraged for remote code execution (RCE) attacks. Reports indicate that this malware utilizes an ex-
haustive list of unpatched critical vulnerabilities. While the patches of all critical and highly severe vul-
nerabilities are available but the systems affected by Lucifer malware have not been applied upon with
those patches.

The vulnerabilities exploited by Lucifer includes affect Rejetto HTTP File Server (CVE-2014-6287), Oracle
Weblogic (CVE-2017-10271), ThinkPHP RCE (CVE-2018-20062), Apache Struts (CVE-2017-9791), Laravel
framework CWE-2019-9081), and Microsoft Windows (CVE-2017-0144, CVE-2017-0145, and
CVE-2017-8464) and some others depending on which version of the malware is in role.

B0i0 6738 7¢ 36 26 30 3% Jc 3130 S0 2e 3 iw.0] Lo | e

Q@58 38 T T8 6T &f Gc 2e 73 7S TR 7@ 6f 72 74 7H 64 E|paal.5 UppoFTEn
28GR T2 2e £) &F &4 3a 33 33 XX XX T 59 45 53 M redom; 33 33| YES-

Figure:1 Miner's states rapart sant to ©F (sounce: Paky fha Hetworks' Uni 42)

I e e )

The malware scans open TCP ports 135(RPC) and 1433{MSSQL} and |f fnum:l open, it Iauncheg
brute-force attack to obtain access. In addition to this, the malware leverages exploitation for self-
propagation. If SMB protocol is open, Lucifer executes several backdoors including the EternalBlue,
EternalRomance, and DoublePulsar exploits to establish persistence. It also tampers registry to sched-
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ule itself as a task at startup.

Best practices for prevention:

* Keep software and 05 up-to-date so that attackers may not take advantages of or exploit known vul-
nerabilities.

» Keep updated Antivirus/Antimalware software to detect any threat before it infects the system/net-
work. Always scan the external drives/removable devices before use. Leverage anti-phishing solu-
tions that help protect credentials and against malicious file downloads.

+ It is also important to keep web filtering tools updated.

» Change default login credentials as they are readily available with attackers.

* Use limited privilege user on the computer or allow administrative access to systems with special ad-
ministrative accounts for administrators.

hitps:/feert-in.org.inds2eMainServiet Ppageid=PUBVAD 1 & VACODE=CIVA-2020-1714
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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OpenSSH/PuTTY/SSH

The OpenSSl Projectis a collaborative effort to develop a robust,
commercial-grade, full-featured, and open source toolkit
implementing the Secure Sockets Layer (S5L v2/v3) and
Transport Layer Security (TLS v1) protocols as well as a full-
strength general-purpose cryptography library. Apart from o ]
being a component of many crypto programs, OpenSSL comes | cee i

with a lot of command-line tools for encryption, hashing, Lesars (e ——————
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The OpenS5H suite consists of the following tools: — =T s
= Remote operations are done using ssh, scp, and sftp. ' ] e
+ Key management with ssh-add, ssh-keysign, ssh-keyscan, .l': e
and ssh-keygen. - P
- . - ] Mm@ Ol e O el
+ Theservice side consists of sshd, sftp-server, and ssh-agent,
ot |- T Dgen Camcel

CERT-In Security Tips for common users

The following is a list of OpenS5H features:

awareness.in

Advisor

Completely open source project with free
licensing

Strong cryptography (AES, ChaCha20, RSA, ECDSA,
Ed25519...)

%11 forwarding (which also encrypts X Window
System traffic)

Port forwarding (encrypted channels for legacy
protocols)

Strong authentication {public keys, one-time
passwords)

OpenssH extends the original S5H agent protocol
to offer some path-based restrictions over the use
of keys.

Interoperability between implementations is a
goal, but not a promise. As OpenSSH development
progresses, older protocols, ciphers, key types and
other options that have known weaknesses are
routinely disabled. Some examples can be found
onthe legacy page.

Complete SFTP support is included, using the
sftp(1) command as a client and sftp-server({8)
subsysterm as a server,

Data compression before encryption improves the
performance for slow network links.

For more details visit : hitps:¥sectools.org/tool’ssh/’

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Fraud Alert
Be Aware of the KYC Scam

Targeting the Online Banking Customers

Fake SM5(s) are being circulated, to the banking customers alerting them about
the account suspension/block due to pending KYC renewalfupdate. The
fraudsters provide phishing link or fake contact numbers in the message for KYC

renewal/update to commit financial scam.

In view of the COVID-19 pandemic, some banks have provided their customers,
the facility of updating their KYC online or by post. Taking undue advantage of
this provision, the fraudsters are sending fake SMS ftext message by pretending
to be a bank representative to get your personal details. The fraudsters provide
the customers with the phishing link and/or 10 digit mobile number, through
which they intend to get hold of customer’s personal details to get unauthorized

access to their banking accounts to steal money.

Unauthorized access to Misuse of the
account/device/data

Modus Operandi

personal information

. A
Darar SBI custormer your

accaunl has baan biocked die
o K¥'C Updated within 24

. Flagse contact custamer care
(BE0S534032 o con 1o continua your
SoNICE NES you
it pes: . rbi. orgLind Seripts
MotificationUserasptid=12063
GMode

€.

LE L &

ldentity theft

Loss of amount

Choar Customar your
S8 bank account has

AFEAETIEEAEE ngrok o
isbibari

Upon clicking the link
provided in the message,
the victim is redirected
to the spoofed website
and prompted to enter

Message sent from
a mobile number
with a phishing
link andfor 10 digit
maobile number,

or

Upon calling the number  The fraudster makes use
provided in the message, of these details to gain
the victim is provoked unauthorized access to
to share personal details the victim's bank
like account user name, account to commit fraud

9
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for update of KYC.

Warning Signs

Poor grammar,
punctuation and
unwanted capitalization

CERT-In Security Tips for common users

the bank user name,
passward, OTP etc

+ +518035740683

A T

el )

passward, account number,

OTF etc.,

Y / A
Y

Message sent from a mobile
number instead of the
authorized banking customer
care f service number.

Dear Customer your

of words in the SBI bank account has
message received. been suspended for
Verification please

complete your KYC By
click here link http:/f

1f8a5TiB5265. ngrok.io
f=bibank

¥ 3RS TRE]

PAY

Never click on Always remember . Avalid customer care
unknown links or links that a bank never . number can never be
received from sends any links to . a 10 digit mobile
unverified sources. its customers, for number as generally
updating KYC. given in the fake
message.
N 7~ Ao

Mever share your
mobile number,
account number,
password, OTP, PIN or
any other confidential
details with anyone,

10/11
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: 1800 B2 Sy ‘/ :

Any authorized bank or | Avoid contacting the . In case of any such
customer service never :  customer servicefcontact ¢ issues immediately
asks its customersto numbers provided on . report to the specific
share any confidential Google search. Only . bank authorities
information ! contact the authorized immediately,

_ numbers provided :
. in ariginal banking websites. :

e

-
File an online complaint
regarding any such
frauds on the
government portal
www.cybercrime.govin

B

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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"Be careful while using open Wi-Fi Hotspots"
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awareness.in National Cyber Security
Doster Awareness Month Seeew .y,

is a key element in
Protecting your online accounts

Make it Strong and Smart

Best Practices to keep your password Safe & Secure

1/8
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Personal Regularly Keep your Create personalized
Information in change and avoid passwords pass phrases as
password makes repeating the as secret even Password following
it a weak password from your family password creation
password g Ji members )L criteria )

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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PROTECT YOUR
PASSWORD

E. |Prm=l your pauwwd|

strong

about:blank 2/8
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H I NINgs 10 be rememopereawniie creating sStrong Fassworas '
« |Ise at least 8 characters or more to create a password. The more number of characters we use,
| the more secure is our password. ;
= Use various combinations of characters while creating a password. For example, create a .
password consisting ofa combination of lowercase, '
= uppercase, numbers and special characters efc..
+ = Avoid using the words from dictionary. They can be cracked easily.
' « Create a password such that it can be remembered. This avoids the need to write passwords
someawhere, which is not advisable.
= Apassword must be difficultto guess.
'+ Change the password frequently atleast 2 weeks once

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

Guidelines for maintaining a good password ,
= Change the password once in two weeks orwhen you suspect someone knows the password.,
Do notuse a password that was used earlier.

Be careful while entering a password when someone is sitting beside you., ;
Store the passwords on computer with the help of an encryption utility.

Do not use the name of things located around you as passwords for your account.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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What's -;L-',.'rrur.-i-

passweed Dad?

F [
The first alphabets con be
taken a2 pots phroses. now soy
the first alphabets

CERT-In Security Tips for common users

By the way..what's your
password Ricky?

T am serding o mail To my
friend Roshan dadl|

A Strang password is hard to
guess o ing

Mow uge alternative alphabets
ag capetial anes and replace
alphabet "1° with any
alphanumeric number

 Let me explainll!
Pderw Tell e what's
your hobiny

I Lowe to drow pictures
inmy free timell

i
‘ oo Mow this ig a 5 TROME
P [ which con's b=

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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#PIBFactCheck

k\\\:‘I'h"is Letter is FAK

N L

il qw
Vivs TATA MOTORS

State Bank
e ] of India

Mo T/101/WIDI1-Cab. |
GOVERNMENT OF iSDUWA |BMARAT SARLAR)
CABINET SECRETARIAT (MANTRIMANDAL SACHIVALAYA)

Subject: Car Finance Scheme for indian Government Employees - 2027

Ref to our previout letoer No 17557372022 -Cab. (i) dated 17 July 2011, owing to
lesser number of applicants in subgect scheme, Compestent Authornty ha
mitructed 1o re-advertne o emviure Ml Oederving emMmpioyee: gOT N Egudl
opportunity 1o avail the scheme

In subject wheme, 1T been decided (0 prov de special faplities 1o governmment

Employees in form of easy installiment car finance Scheme (with pero interest

sl AbOve FApDENSEE W 1423
borme by the government Phate » gh State Bank of
india (S81) has besn aporoved fes JDDenced

bolow] interested offsers Nk Delow to

complate ther regrtraton

<E A

{Bhsvkar Gupta)
[Cabinet Secretary
Finance Department

Note Crgonirctional Cor Finance scheme / ollowance will not be admidsssbie fo
those emplayess who avail the abowve mentioned wheme

4
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Snatch Ransomware
Virus Type: Ransomware

It has been reported that a ransomware dubbed as "Snatch" is on rise and intruding into target organi-
sation's networks via brute forcing Remote Desktop Protocol (RDP) accounts. Threat actors brute forces
a Domain Administrator (DA) account via exposed RDP, further leveraging this to run Meterpreter re-
verse shell and RDP proxy via TOR on a Domain Controller (DC) leading to encrypt all Domain joined sys-
tems. Snatch ransomware will force Windows to reboot in Safe Mode (where most of the software and
system drivers will not be running) in order to perform the file encryption process.

Snach Ransormwan: Snatch Access and
Ewent rhreel Lateral Movermnent

L -

i e o E1d B T TR

Best practices for prevention:

about:blank 6/8
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* Users are advised to disable their RDP if not in use, if required, it should be placed behind the firewall
and users are to bind with proper policies while using the RDP.

» Deploy Multi factor authentication (MFA) for privileged accounts.

» Install ad blockers to combat exploit kits such as Fallout that are distributed via malicious advertising.

* All operating systems and applications should be kept updated on a regular basis, Virtual patching can
be considered for protecting legacy systems and networks. This measure hinders cybercriminals from
gaining easy access to any system through vulnerabilities in outdated applications and software.
Avoid applying updates [ patches available in any unofficial channel.

= Establish a Sender Policy Framework (SPF) for your domain, which is an email validation system de-
signed to prevent spam by detecting email spoofing by which most of the ransomware samples suc-
cessfully reaches the corporate emall boxes.

hitps:ffeert-inorg.ins2eMainServiet Ppageid=PUBVAD] &VACODE=CIVA-2020-1694
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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AccessEnum

AccessEnum gives you a full view of your file system and Registry security settings in seconds, making it
the ideal tool for helping you find security holes and lock down permissions where necessary

Introduction
Rwhile the flexible security model employed by |
Windows NT-based systems allows full control over
security and file permissions, managing permissions
so that users have appropriate access to files,
directories and Registry keys can be difficult, There's
no built-in way to quickly view user accesses to a
tree of directories or keys. AccessEnum gives you a
about:blank 7/8
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full view of your file system and Registry security == S ===
settings in seconds, making it the ideal tool for
helping you find security holes and lock down permissions where necessary.

AccessEnum uses standard Windows security APls to populate its listview with read,
write and deny access information.
For more details visit - hitps:/learn.microsoft comfen-us/sysinternals/downloads/accessenum

Sysmon

System Monitor is a Windows system service and device driver
that, once installed on a system, remains resident across system
reboots to monitor and log system activity to the Windows event
log. It provides detailed information about process creations,
network connections, and changes tofile creation time.
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Sysmonincludes the following capabilities:

* Logs process creation with full command line for both current | = e
and parent processes., Ry . e e et

+ Records the hash of process image files using SHAL (the
default), MD5, SHA256 or IMPHASH.

* Multiple hashes can be used at the same time,

= Includes a process GUID in process create events to allow for correlation of events even when
Windows reuses process Ids.

For mare details visil : hitps:Mearmn.microsoft.comien-us/sysinternals/downloads/sysmon

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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October, 2022

Harassment

yvia
e-mail

Send the money

| know all your
i secrets !
immediately alse
I will ruin your life You have to

do whatever | say

-

You are too ugly
Gogeta
plastic surgery

ha ha ha ..l
You are done now.
You can never
get a job

-

about:blank
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Don't Panic \»
Save the Evidence &

Report at Cyber Crime Cell

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Brochure /faschbabdaaditl October, 2022

WHAT TO DO WHEN YOUR

E-MAIL ACCOUNT IS HACKED ?

Check to see
which devices
have recently
Remember the connected to
security questions your account Reset your password
with answers at and make sure
the time of that it is strong and
registration hard to guess

Scan your

alasls - - r -
about:blank 2/13
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malware and Report the

check what . E : -~ incident to
else has been B
compromised

the e-mail site

Enable 2-step Notify everyone
verification to on your
protect your If you don’t mind contact list
account frum losing the e-mail tI_Iat your
unauthorized address, the best email has I_::een
accessdueto a compromised
compromised
password

thingtodo is
close it down and
open a new one

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
Storyboard Awareness Month October, 2022

Be aware of Profile Hacking

e, ———

Internet’
Café

about:blank 3/13
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)

Ritu likez going to the cyber cafe
to surf on the web

One day, she was surfing her Facebook
and her Gmail at cyber cafe

She gets urgent call from home that her
grandfather is admitted to the hospital

Whosbria

@4

Ritu rushes to the hospital. After all she
loved her grandpa very much

On reaching the hospital Ritu gets two
alerts on her phane, Gmail and Facebook
passwords are reset.

Ritu realizes she had not logged out of
the system at the eyber cafe. Thus her
account got compromised

=

Always remember to log out while using
public computers

Use virtual keyboard while entering
passwords and other sensitive
information

Avoid free public WiFi at any place.
Use VPN whenever necessary

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Tycoon Ransomware
Virus Type: Ransomware

It has been reported that a new ransomware, dubbed "Tycoon" targeting Windows and Linux OS is
spreading. The malware strain is involved in highly targeted attack campaign targeting small and
medium sized software and educational industries. As identified, the malware was deployed in a target-
ed attack against an organization where system administrators had been locked out of their systems fol-
lowing an attack on their domain controller and file servers.

The ransomware, written in Java, is deployed in the form of Trojanized Java Runtime Environment (JRE)
build after intruding victim's network by abusing vulnerable and internet exposed RDP servers. Some
peculiar and notewarthy features of this ransomware are:

1. "Image File Execution Options (IFEQ) in-  oayo X e -
jection” technigue is used to gain per- . - °i o : : 'E’c:n 5 e
sistence and execute a backdoor alongside = - W%ﬂ !..,,! & Al
the Microsoft Windows On-Screen Key- e L YT
board (OSK) feature of the OS. SR g e

2. Anti-malware solutions are disabled using O ST e T
ProcessHacker utility and password of 0 Hximume O e
Active Directory servers are changed to e
deny the access of infected servers. v

3. In the final stage, attacker executes Java
ransomware module encrypting all file

carvare inclidine harkin cuctarme that are

about:blank
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B I L ey R R T L e

connected to the network. -

-a artifact/org.bitBs. tycoan.artifact,Maln

Best practices for prevention:

* Users are advised to disable their RDP if
not in use, if required, it should be placed
behind the firewall and users are to bind
with proper policies while using the RDP.

= Install ad blockers to combat exploit kits [ - = it
such as Fallout that are distributed via ma- : ] i i
licious advertising. L e (s Fo

arcifact farg. Birds. tyroonm. artifact.

hitps:/feert-inorg.ins2eMainServiet Ppageid=PUBVAD] &VACODE=CIVA-2020-1693

T I TV I T Ve

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For mare information visit; www.isea.gov.in and www.infosecawareness.in
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AccessChk

As a part of ensuring that they've created a secure environment Windows administrators often need to
know what kind of accesses specific users or groups have to resources including files, directories, Registry
keys, global objects and Windows services, AccessChk quickly answers these questions with an intuitive
interface and output.

Installation
AccessChk is a consale program. Copy AccessChk Examples
onto your executable path. Typing "accesschk" i
displaysitsusage syntax.

about:blank 7113
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Using AccessChk

If you specify a user or group name and path,
AccessChk will report the effective permissions for
that account; otherwise it will show the effective
access for accounts referenced in the security
descriptor. By default, the path nameisinterpreted
as a file system path (use the "\pipe\" prefix to
specify a named pipe path). For each object,
AccessChk prints R if the account has read access,
W for write access, and nothing if it has neither.
The -v switch has AccessChk dump the specific
accesses granted to an account.

Parsrvaies  Desiriplian o

'u el
=d
-
iz e Ot .
ha a
+ hix b 3 =3
4
w ohies iartied | ¥
-
5 dx Fe L b ra
" -
1 Pl =L i lgnace L]
£ha b £ -

ored

WCLekSCRE Tpwr USETSET ! Velades Sy s Dombe

This command sheovs which Windows sendces memibers of the Lisers group have wiite aooess o

ored

I

CogTy

BoCesschk ssers -ow
To see what Registry keys under MM Currmtiber a specific acoount has no atcess to:
sceennchk -kns antinteris hilshicfteers
Tar e Tha security or Bhe HELAD S oftmore ki
Mame & an obsject in the Object Marager ramespace [defaul is root), To wiew the conbenis of
e 1 th a tradlireg hackskrih or add o, Addd -1 andd an chisst type deg
15 of & spoclic s
Miwmv i i pres e o PID, oy omdwen Cippeil v .
A -# 30 show Sl process toben information. inchuding groups and privileges. Add -x 1o
show theesds
it flancer
Shaen iy objets that hawe resd sooes
Rexurie

Capect type fhHer, 2. “seindon

SUPHTES BT

For maore datails visit © https:Mearn. microsoft. com/en-us/sysinternals/downloads/accesschk

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Fake customer care humbers and calls related frauds

In recent times there have been increasing number of cases where the calls are
being received by fraudsters posing to be a service provider or customer care
executive and cheat the unsuspecting customers. May it be the case of the man
from Lucknow wanting to cancel the food order ordered through food delivery app and ending up
paying Rs. & lakhs or a Mumbaite loosing Rs.1.25 lakhs upaon trying to place a online order for a
bottle of wine or student who ended up loosing Rs.27,000/- upon trying to call a customer care
of online food service for refund of amount for bad quality of pizza delivered, they have all been
robbed off their money by the fraudsters.

- -
Search Tor wine boithy goos weong
Wt s R SL il caneel B foed ardar
Aty Fafgr s & robil edss pronider kit Bl 135 ki when B
pisceca hamia calvery o for a wina hottie on Ociober 12, Tha money
w35 ponsy whis posconds Bl b ootk Dhe oo ot nemiser of Ujwel Wises:
s b, wiich e s thiough on onfine searsh. The polios Reler

ik B vicim St Sha e of Ljwal Winas hoed Blad 5 compisin? ful
mTeong had mind e shap naTa b daw REGTT ken on bome

s e waaving io canosl an onder mado fhaseph afoeod dofeery opn
ey chped of As & lakhe on Mow 83 in Lucknaw: Mol salisSed with e
dedvery. tha man called 3 TUEIOME Care mursber he oo on e

e imbamel. This call wie. neciied by B mian whe sakd ha weys B ooTaTy
repmsaabyive pral pebed i i reiall e app and kg in do his sxeinge:
Foa UTA- oy ‘Tl plaar® bark Azt | eniermd my bank debale on tha s and mecshed an

TR Th callor pakes e bs onior i CITF i gad B selund, Within
mingias A 4 bich wam debled fom amy bank acocent,” e xaisl Polics
x| tha app sdowed tha hacdelar o gat remcla moonas. of sha vicker's

Eunivchan Viajpinyin, i 25-paas-d 1T skl becate i wichn of a UP1 Fasd
sahan thrn Fanascicos fora ictal Bl 77,000 we <onn Bucogh ber scooutt
This Bppgawad when Vajpypss ies 0 pof is inuch with cusiomer cam of an
oyl Faoed aabod o a nofurd By 0 T quality pOem’ Sobesess w kv oa

ot 7. Ty s bred B o omer saew numise hod b raisced e pla.
by chupa cabery
Mayur Shetty and V Narayanan - TO! Mayur Shetty and W Narayanan - TQ!
February 127, 2020 February 12, 2020

In the current scenario it becomes essential for every consumer to be aware of modus operandi or meathod of
operation of these kind of frauds and the ways and measures to be adopted to safeguard from such frauds.

It is generally seen that we try to contact the service providers for issues /services/gueries concerning
Credit/Debit card, banking services, mobile phone service , online payment services like paytm/UPI, gas service,
Household appliance service (fridge/TV/Washing machine) provider, cable service provider, online purchase or
sale etc,, The fraudsters come in contact of the users through various means faking to be from one of these
institutions that provide the related services and swindle the money of gullible and unsuspecting consumers.

Modus Operandi

« The fraudsters use this common need of people Credit card number, PIN Number, download third

for customer care service providers and upload
fake numbers on google search orthey get hold of
the numbers of customers and call them up on
some or the other pretext.

The fraudsters can create or claim a Google My
Business Account using the service providers
number or suggest their own number using edit
featurefoption, and that is how gullible

ructamnare land o Fallineg thaca falra oo

party apps or share desktop etc., and cheat them
with their hard earned money.

The fraudster may also manipulate people into
divulging their personal information by hacking
social media accounts and through social
engineering techniques wherein they convince
people using various techniques to share their
personal information, UPI PIN, OTP etc., or click

roma Bl cant koo thaen (Dhichinad coan o har cadn

9/13
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updated by fraudsters.

* They trick the people into providing their
personal details or financial details like OTP,

CERT-In Security Tips for common users
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to receive amount, pay small amounts to receive
some large amounts as prize etc,,

www.infosecwareness.in | www.isea.gov.in

Security measures or tips to safeguard yourself against

fake calls, messages from fraudsters :

Sharing of the sensitive information can
give access to strangers and fraudsters to
operate with your financial accounts.

The fraudsters can create or claim a
Google My Business Account using the
service providers number or suggest
their own number using edit
featurefoption and misdirect the gullible
callers wrongly to cheat them

The fraudster can try to cheat you by
calling you by pretending to be from
some company/govt. Agency/LIC etc, for
paying you some amount and you have
to enter a pin or scan QR code, or send
your financial details to receive the
amount or get the benefit

The fraudsters may try to install malware
into your mobile or system by sending
fake links or ask you to download
Anydesk app that gives them complete
access to your system to commit fraud.
This is done by convincing consumers of
some free prize amount/service,
resolving some issue, providing some
beneficial service etc.,

Never share your OTE PIN number,
Credit/Debit card details with anyone

Never call the numbers that you
find on random google search for
a service provider! customer
care centre. Always go to the
specific website of the institution
or organization fora reliable
customer care or service number

Grongh

Never proceed to either enter your Scan the QR
pin number or give your financial to get refund
details or scan a QR code, that the
caller sends you saying that you will
receive some amount from
someonefsome organization if you do
so. Always remember that the pin
number or QR code scanning is done
anly for payment af the amount from
your end not receiving the amount

Never download unreliable apps or

click on links sent by callers in the pE—

disguise of customer care. An download the app
authentic customer care person will

not send you links or ask you to @
download apps on your mobile.

10/13
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The fraudster may try to do 5IM Swap by

calling consumers pretending to be from

service providers like airtel, idea, jio

etc.and on the pretext to give you better Never share SM5 with your 5IM card I ﬁ
service, will try all means to get your > number in it to anyone, even if the ealW i
unique 20-digit 5IM number, that every caller insists that it is required for

5IM card has behind it. Once it is done he providing better services etc., '9 £
will ask you to press 1 to swap the 5IM,

which gives him access to your mobile

phone and all OTPs n other details.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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Awareness Month October, 2022

ISEA awareness Newsletters
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“ i

8 SECURITY OVER
WHATSAPP

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

about:blank
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"Keep an eye on children when they use Internet"
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What is Phishing?

information

Phishing Attack Methods

A

< [+019083740892 e e o)

Ak gt

Dear Customer your

SBI bank account has
been suspended for
Verification please
complete your KYC £
click here link| http:// \
| 1f8a57185265.ngrok.io

about:blank

ndian Computer Emergency Response Team

L
ceriils i
Enhancing Cyber Sacurily in lndia
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| /sbibank

Official Bank Customer care or communication
number never be a 10 digit mobile number

RBI never sends any bank link
for updating your KYC

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gowv.in and www.infosecawareness.in

awareness.in National Cyber Security
el -y Awareness Month

Unknown caller?
I Vishing ALERT!

is way
of obtaining user
information through voice calls

In this technique the fraudster may trick/manipulate the user into revealing sensitive information to
commit financial fravds

= By spoofing the caller ID to make it appear to be from trusted source

+ By making fake calls and convincing the users on various pretext such as

about:blank 2/10
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Linking Aadhar

Offering free gifts/lottery/prizes
o Customer service executive from bank/gas agency etc.,
sking the user to scan the bar code to receive money

+ Bya
By getting the users to call the fake customer care numbers updated by them on google.

_, 4 DANGERS
D) DANGERS

_ Q'
Creating urgency Financial loss »
for immediate action

Malware attack E
Using fear tactics
Account Hacking é’
Request for installing

third party apps to @

cannect to victim’s device Unauthorized access to o8
devices/ data

Offering to help and asking Leak and misuse of Personal
for sensitive information like identifiable Inf " PIN
OTPPIN,CVV,expiry date etc,, entifiable Information (PII

e

MODUS OPERANDI a;

_—
Be aware of fake/fraudulent calls

i

Mow share OTP
o get the

amount cradited
into your account

about:blank 3/10
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The fraudsters contact  They ask victim for bank  The froudster then tells  Once the victim shares
the victim pretending to account details & gather  the victim to share OTP the OTP the money is

be calling from trusted financial information sent on mokbile for deducted from their
sources like bank,/ related cards, expiry depositing the amount. account,
Income tax/ Gas data, etc.,,
agency, etc.

SAFETY MEASURES V

‘e 6

kv"

Mever share OTF, PIN, Do not respond to Do not call the Ise the customer

CVV, Debit/Credit any calls asking to numbers of service care service numbers

card details with canfirm or share providers randamly available on

anuone, account/ card/ bank found in search authorized websites
details or provide engines as they can of the institutes/
personal information he foke numbers. organizations/banks
in order to receive etc,.

prize/ lottery,/ gifts/
updating KYC etc,

P v
| -
In case of any Usars should routinely Beware of calls Contact the bank &
incident user should review bank & credit asking to share report about any
change password of card statements & personal information unfartuncote incident,
account immediately repart any or asking 1o install in case of an issue,
or block the card/ irregularities any remote desk
freeze the account to apps oh the pratext
prevent financial loss. of helping.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Storyboard

i Phishing Attacks

Vicky was very active boy in hig school  He love to ploy Online gomes and felt them = One day, he downlooded o game named A popup came on the screen with download link
very challenging % “Game of kings™ ond completed the  for the full version of gome

He felt its true and clicked on Tt redirected him to o page showing @ Later, he didn't get any upgrade for the full | Meanwhile, his dad got a message of
the dewriload link form to fill in the details mcliding the  version of the gome ameunt deduction from his credit card
eredit card, so he filled his dad's card |

details
eock hare §

mE
EE ENI
mE

EEEEN

“TILLL
EEEEE
EENED

:

He asked Vicky whether he used his Credit  Vicky apologised and said that he used  Vicky's dod called the bank er  The bank official immediately respended &
card without his permisgion the cord defail2 in a farm online for i blecked the

(.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security

Malware Alerts Awareness Month October, 2022

VY Y V & 4 4

Necurs Botnet
Virus Type: Banking Trojan

It has been reported that the variants of the malware named as Necurs are spreading. The malware
mainly targets the windows operating systems and is well known for its spamming and malware distri-
bution functionalities. The malware mainly spread by means of spear phishing emails containing phish-
ing URLs or malicious attachments and also through dating sites.

It has the following functionalities:
= Anti-detection capabilities to hide itself by disabling Antivirus driver components or other security
features.

about:blank
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= Spread banking Trojans, ransomwares, RATs, infostealers or cryptocurrency miners

= Stop its activities for a period of time and then reinitiate with new commands for the infected hosts.

* Machines infected with necurs botnet make network connections to remote command and control
server to receive commands and operate accordingly.

* Make use of victims email IDs to send spam mails.

= Spreads malware that are capable of launching DDo5 attacks.

Best practices for prevention:

* Make use of "Microsoft Safety Scanner"”, this scan tool is designed to find and remove identified
threats & malware from Windows computers,

* Delete the system changes made by the malware such as files created/ registry entries /services etc,

* Monitor traffic generated from client machines to the domains and IP address mentioned in Installa-
tion section,

» Avoid downloading pirated software.

* Protect yourself from social engineering attacks,

# Scan infected system with updated versions of Antivirus solution

» Disable Autorun and Autoplay policies,

* Use limited privilege user on the computer or allow administrative access to systems with special ad-
ministrative accounts for administrators.

+ Do not visit untrusted websites.

» Do not download or open attachment in emails received from untrusted sources or unexpectedly re-
ceived from trusted users.

* Enforce a strong password policy and implement regular password changes.,

* Enable a personal firewall on workstation.

» Disable unnecessary services on agency workstations and servers.

hitps:Afcert-in.org.infs2cMainServiet Ppageid=PUBVAD1 &EVACODE=CIVA-2019-1658

T T TIPS

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For mare information visit: www.isea.gowv.in and www.infosecawareness.in
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slingshot:

At i
linux distribition

A

slingshot is an Ubuntu-based I}nux distribution with the MATE Desktop Environment built for use in the SANS
penetration testing curriculum and beyond. Designed to be stable, reliable and lean, Slingshot is built with
Vagrant and Ansible. It includes many standard pen testing tools, as well as the PenTesters Framework (PTF).
Course-specific builds include all of the tools, files and documentation needed for class labs. The initial release of
Slingshot is for the general comrunity with course-specific builds deploying throughout 2020,

Key Features of Slingshot Minimum System Requirements:

= Provides aconsistent experience for SANS students

«  Extensive use of virtual environments (e.g., pyenv, rbenv)
to preventversion conflicts

*» Repeatable and testable build process using Vagrant and
Ansible

«  Automated testing during the build process verifies that
updates donot break tools

« Streamlines courseware creation by course authors for

+ Viware Playeror similar
= 2 GHzdual-core processor
» 4GB of system memory

= 15GBofdiskspace

students
= Aircrack-ng + Golang * Responder
= Asleap * hashcat = RITA
« BeEF + hping3 + Social Engineer Toolkit
= BurpSuite = Johnthe Ripper = sglmap
« checksec.sh + Kismet + tcpdumnp
« Covenant  LogonTracer = THC-Hydra
«  coWPALty + Masscan » Unicornscan
+ Docker +  Metasploit Framework + \eil Evasion
= Empire 3 {latest BC Security *  Mimikittenz = Wapiti

fork) *  Nikto « weirdAal
« ECL « Nmap » ‘Wireshark
* Ettercap « OpenVhs « WP5can
* ExploitDB * Powershell Empire » ZAProxy
«  EyeWitness * Recon-ng

Far more details visit
s www, sans. org/siingshot-vmware-linuxd:~text=Whot % 20is % 205 lingshot %3F,
built?a20with®H20Vogrant%20and%20Ansible.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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Enhancing Cyber Sacurily in lndia @

"Beware of Skimmers and Social Engineering"

WIAWW,

awareness.in National Cyber Security
Doster Awareness Month

Online
Shopping

Online shopping — the glorious invention which allows people to buy things from the comfort of their homes. No
more travelling to multiple stares to find the right preduct; no more having te deal with over-enthusiastic sales
persons; no more standing in long lines at the checkout counter, The e-=commerce boom has certainly changed the
way we shop for the better. But, like everything else, the world of online shopping is not all roses. Despite all the
efforts of e-commerce companies to alleviate them, there are a few problems that customers still have to face while
shopping online

How to safe during online shopping

PAY

Check the security aspects

Keep track of your Sh Iv th h trusted sit
; op only through trusted sites S bt

digital payments : :

about:blank 112
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Don't save the card details Mever respond to email which ] Don't clink on links
o bank details on websites i asks about vour purchases ] offering discounts/ prizes

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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ONLINE
SHOPPING
THREATS

for women

Online shopping — the glorious invention which allows people to buy things from the
comfort of their homes. No more travelling to multiple stores to find the right product;
no more having to deal with over-enthusiastic sales persons; no more standing in long

lines at the checkout counter. The e-commerce boom has certainly changed the way we
shop for the better. But, like everything else, the world of online shopping is not all
roses. Despite all the efforts of e-commerce companies to alleviate them, there are a
few problems that customers still have to face while shopping enline

about:blank
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Let's look into few ways that cyber criminals may target women

Expensive branded products
at low cost:

In social netwarking sites
very often we get
advertisements showing
expensive branded products
at unbelievable prices. This
catches attention of
customer’'s most likely
women and they may end up
paying money for those
products which are not
genuine. For example
branded bags, clothes, costly

phone and beauty products.

CERT-In Security Tips for common users

Matural remedies for weight
loss:

Most often in our social
networking and Instant
messaging Applications we
get messages giving tips on
weight loss and for further
inputs they request for
payment to purchase their
product. Women who are
desperate to weight loss get
trapped by these messages.
They end up paying money
for fake products.

Risks in online shopping

Expensive Jewelry:
Cyber-criminals may spoof
certain online jewelry
websites and give exciting
discounted offers for jewelry
products targeting women
customer. They purchase
products online with certain
value but end up receiving
some other products of
lesser value. And they feel
cheated and when they raise
complaint to the original
website they just deny that
purchase happened through
their website. This may lead
to loss of your money?

A few questions you need to check before you start online shopping

O

O

Brand Security

is the Is your
e commerce credit
site genuine? card safe?

Make sure your PCis secured with an antivirus,
anti spyware, firewall, system updated with all
patches and web browser security with the
trusted sites and security level at high.

Shop only through trusted sites:

Resaarch ahnout the wah <ita that wan want tn

Privacy Shipping
Is your Are you getting
information the correct
being sold? praduct at the
requested time?

Tips for safe online shopping

+ HKeepcomputer 05 updated:

connected to the internet and try to send spam
emails and try to install the malicious software
that may collectyour personal information.

Mever respond to email which asks about your
purchases:

Beware of the emails like "please confirm of
vnnir pavmeant nurchase and arcnunt datail far
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BTN W AT %A RS W A SPEEAS RA AR f AR mE R mwr

buy things from, since attackers try to trap with
websites that appear to be legitimate, but they
are not. 50 make a note of the telephone
number’s physical address of the vendor and
confirm that the website is a trusted site.
Search for different web sites and compare the
prices. Check the reviews of consumers and
media of that particular web site or merchants.

Check the security aspects of the
website:

If you are ready to buy
something online check
whether the site is secure
with https or padlock on the
browser address bar or at

'y
o

J e ey ananes sy s s aiaaras manias amaaaraanan mas Ao

the product.” Remember legitimate business
people never send such emails. If you receive
such emails immediately call the merchant
andinform the same.

Change passwords frequently:

Don't use a single password fora longtime,

change your Email id, bank account, credit-
debit card passwords frequently.

+ Different passwords for different
websites:

If hackers crack your one

password they may crack all

others if you are using same

or similar password for all.

the status bar and then

proceed with financial CB: ——ONTH ‘1ﬁ§
SALE A

transactions.

Keep track of your digital B :
Koo

Immediately check the credit card
statements as soon as you finish and get

them to know about the charges you paid were
same; and if you find any changes immediately
report to concerned authorities.

Don’t save the card details or bank details on
websites:

Do not store the card no either debit or credit
on the shopping websites.After finishing your
online shopping clear all the web browser
cookies and turn off your PC since spammers
and phishers will be looking for the system

5o use different t password
for all websites. However it
is more complex to
remember all passwords but
itwill add the Safety layer too.

+ UseSecured Networks:

Always use secured internet connection.
Public Wi-Fi spots are Vulnerable to cyber
attacks.

Don’'t click on links offering discounts/ prizes:
Cyber criminals sent messages in featuring
great discounts in popular e commerce
websites. It is always better to check in the
original website for offers rather than clicking
on links received in WhatsApp groups or from
unknown numbers.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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awareness.in National Cyber Security
Storyboard Awareness Month

Svwarti and Riva were shopping anline,

Look mom | found a
luxury brand watch
at such a bow price

| want to buy it

W, that's great bets
geals thie chance balane

W T its. v,
L

By Aiya look what
I fgunadl| o Aoex

luceury brand watch
a dizoounted rate

Sweati and Riya, you should
be aware about fale goods
sald ondine, in the name af
beanded ibems.

Swati you shauld be
careful shout such affers
and discounts, which
seerm oo good 1o be true,

But Wity asinly, il is
quite & gosad offer,

Fos mam, it s
wery good offer

-

delvored a fake fem instead of what

[1‘1.-:.. Swabi you may end up being
\ iy think v b ofdensd,

‘While shapping enline,
wie onky trusted and

reputed anline shopping
sies, Check bor assuranoe
fags, custa mer reviews of
proaduct and vendor

B avwane ol af variaus caling rawds and
rsEdbures b counter 1hem

Finally, make sure the produc] has a clear
return and refund policy

Thank you maom far
the valuable adsice

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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such scheme is being run by the Govt of India

11:02 AM

Government giving free Laptop
to all the students of India,
Register your Number on
Gov-Laptop app to gpt
free laptop. '

| il Lt+ne / /Hinu - k2D 2
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-Laptop
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o” (2) +918799711259 () socialmedia@pib.gov.in )  @rBFactcheck (@) € /PIBFactCheck ¥

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Clipsa Malware
Virus Type: Multipurpose Password Stealer

It has been reported that a malware named as "Clipsa" is spreading. The malware mainly spreads in the
form of executable files masquerading as installer for media players.The malware is capable of perform-
ing the following functions:

* Steals administrative credentials from unsecured wordpress sites.

* Mine and steal crypto currencies by replacing crypto addresses present in a clipboard via clip-

board hijacking.
* Scans internet and launches brute-force attacks on Wordpress sites.
* Leads to degradation of system performances due to excessive use of resources in crypto cur-

about:blank
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rency mining.
* May use the compromised websites as secondary command and control servers to host mali-
cious files or upload stolen data.

Best practices for prevention:

+ Monitor and block network traffic and systems making connections to the above mentioned do-
main/1Ps at firewall, DS, web gateways, routers or other perimeter based devices.

+ Delete the file system and registry changes made by the malware.

» Disable the Autorun functionality in Windows

+ http://support.microsoft.com/kb/967715

* Keep up-to-date patches and fixes on the operating system and application software.

* Keep up-to-date Antivirus and Antispyware signatures at desktop and gateway level.

+ Application whitelisting/5trict implementation of Software Restriction Policies (SRP) to block binaries
running from %APPDATA% and %TEMP% paths. Ransomware sample drops and executes generally
from these locations.

+ Don't open attachments in unsolicited e-mails, even if they come from people in your contact list, and
never click on a URL contained in an unsolicited e-mail, even if the link seems benign. In cases of gen-
uine URLs close out the e-mail and go to the organization's website directly through browser.

* Block the attachments of file types, exe|pif|tmp|url|vb|vbe|scr|reg|cer|pst|cmd|com |bat|dll]|-
dat|hlp|hta|js|wsf.

+ Consider encrypting the confidential data as the ransomware generally targets common file types.

* Exercise caution while visiting links to Web pages.

* Do not visit untrusted websites.

* Use strong passwords and also enable password policies.

* Enable firewall at desktop and gateway level.

https:/fcert-in.org.inds2cMainServiet Ppageid=PUBVADI & VACODE=CI\VA-2019-1657

T T TV TV VI T IS

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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Kow KAPE works

K A P E Source KAPE Destination KAFE ey

- Liww sysinm Targel cptions Files from Souron Madubs options PFrograms min
KROLL ARTIFACT Muounted imaga are copwd Fens against
PARSER AND EXTRACTOR F-Response dastinatsan hles

Over 60 Predefined Targets and 90 Modules

KAPE has two primary phases—target collection and module execution:

Targets are essentially collections of file and directory specifications.

Modules are used to run programs, which can target anything, including files collected
viatargets as well as any other kinds of programs you may want to run on a system from
alive response perspective.

oy =

KAPE gives you access to targets and modules for the most common operations required in
forensic exams, helping investigators gather a wider range of artifacts in a fraction of the time, enriching
evidentiary libraries.

Grouping Artifacts Expedites Triage

KAPE focuses on collecting and processing relevant data quickly, grouping artifacts in |
categorized directories such as EvidenceOfExecution, BrowserHistory and AccountUsage.
Grouping things by category means an examiner no longer needs 1o know how to process
prefetch, shimcache, amcache, userassist, etc., as they relate to evidence of execution
artifacts.

Standardize Forensic Processes

When handling an incident, forensic examiners are tasked with knowing which artifacts to
collect, where they may reside, and how to collect the data without damaging the evidence or
chain of custady. With KAPE, forensic examiners have a solution to find, collect and process
forensic artifacts in a way that standardizes forensic engagements by leveraging a wider range |
of extracted artifacts. KAPE can also help facilitate the onboarding and training of new
investigators by standardizing and scaling artifact pulls.

Far more details wisit
https:Ywww. kroll.com/en/services/cyber-risk/incident-response-litigotion-support/kroll-artifact-parser-extractor-kape

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
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Problem Statement
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For more information visit: www.isea.gov.in and www.infosecawareness.in
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COVID-19

Large Scale Phishing Attack
Campaign against Indian Citizens

Motivation : Financial Gains

As Indian government has announced Rs 20 lakh
crore {U5S5307B) of credit, finance and
collateral-free loans to micro, small and
medium enterprises, as well as welfare
packages for citizens of India; a Phishing
campaign is expected to impersonate
government agencies, departments and
trade associations who have been tasked
to oversee disbursement of the
government fiscalaid.

It is expected that cyber criminals are
targeting Indian citizens through COVID-19
Phishing Malware attacks through emails
disguised as free COVID-19 test. The
fraudsters claim to have 2 million email
addresses of Indian citizens which they
would be using for sending fake emails
claiming to be from government authorities.
As per the reports, the fraudsters will be
sending fake emails to Indian citizens
impersonating various government officials g1
which are expected to be from an spoofed §
email address ncov2019@gov.in

Method: The hacking campaign involves phishing emails under the guise of local authorities in charge of
dispensing government-funded Covid-19 testing and support initiatives. These phishing emails are designed
to drive recipients to malacious websites where they will be deceived into divulging personal and financial
information.

10/12
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Watch out for warning signs of Malicious Phishing Scams

A Sample email highlighting the warning signs are shown below.

0 TNy i
It should ba Minisiry of Health and Family Wedfara,

Desr Cifizere, P Govemmeant of India

;humhim'dhuhwhhmwdlrﬁahﬂnmnmﬂmﬂmﬂmWﬁrd residents of Dedhy, Bumbsi, Hydersbad, Channal and Abmedabad above age
41} yeera.

Gevemman of Inda has ceckded t reimburss tesfng eost pcumed.
Aurnedical el will om0 peur reidesos 1o poles sammes.
Plagse immedialely regisler using link bedow for all e COVID-19 sest. Do ot fonet tn prowide complets contact ciralis with PAN no.

Lik]] ——a shoriened url withoul hilps indicatng Ministries under Govarnment of India wil not send
St he link i rial sescure: parzonal emails 1o individuals seeking personal data.
Thariks you fo wouw Sepport in keeping Inde's fght againet COMVID-10.

Thank You,

Minksiry of Heath and Famlly Wetars{MCHFW) (,-—' na spactiic designation mentionad
Misman Bravan, Mauan Azsd Road

Mirwt Dot 190041

www.infosecwareness.in | www.isea.govin

* The subject of the fraud email would be: free COVID-19 testing for all the residents of Delhi, Mumbai, Hyderabad,
Chennai and Ahmedabad inciting them to provide personal information.

« Themailis commonly addressed as 'Dear Citizen', which is awarning sign

= The mail referred the ministry as' ministry of health and family wellfare, government of india' where the it should have
been 'Ministry of Health and Family Wellfare, Government of India'

» The mailis addressed from 'Ministry of Health and family welfare' with no specific designation mentioned

= Ministries under Government of India will only give notification through trusted government sources regarding
wellfare packages announced for citizens and willnot send personal emails to individuals seeking personal data.

= When a user clicks on the link mentioned in the email, they will be redirected to malicious websites which asks them
entertheir personal information.
= Thelink mentioned inthe emailis shortened url without https indicating that the link is not secure.

----------------------- Preventive Measures ------------====-==----
W e - 1t
click on the link
to claim the offer e
Beware of e-mails, links Consider using Safe Always send confidential
providing special offers like Browsing tools, filtering information using Pretty
Covid=19 testing, Aid, Winning tools (antivirus and Good Encryption (PGP} only
a prize, Rewards, Cashback content-based filtering) wherein only sender and
offers. Check the integrity of in your antivirus, firewall, receiver can see the
URLs before providing login and filtering services. information
credentials or clicking a link Update spam filters with

latest soam mail cantents
about:blank 11/12
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Exercise extra caution in Delete email from
opening attachments, even unknown sources without
\ if the sender appears to be known opening attachments :

@ & hip:/ o
Do not submit your Beware of fraudulent

personal information on Ensure the website/link emails that have spelling
any websites you are not starts with https which mistakes. Do not open those
familiar with means it is secure

https:/fwww.cyberforensics.in/

Any unusual activity or attack should be To check the integrity of
reported immediately at e-mail, Log onto
incident@certin.org.in. with the relevant logs, https:/fwww.cyberforensics.in/
email headers for the analysis of the attacks click on e-mail Tracer

and taking appropriate actions further

Do not fall prey to cyber criminals. Beware of online frauds and be responsible to save yourself!

Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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C

Enhancing Cyber Sacurily in India

WIAWW,

awareness.in National Cyber Security
Doster Awareness Month Syeseewrr;

Steps to protect from financial
fraud through credif card

= Always keep your payment transaction
applications updated with latest version

Za Always keep an eye on your card during
usage and promptly take it back

= Always check if there is any discrepancy
between transaction SMS details and
actual transaction

about:blank 1/8
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

awareness.in National Cyber Security
ety ~wareness Month gewmp’

Security Threats
fdenticy theft

The froudulent aoguisition and wse of person's private Sdentifving
information, usually for fineecial gain. it can be divided into two broad
categories :

= Application fraud
Application fraud happens when a criminal uses stolen or fake
documents to open an account in someone else's name. Criminals may try to steal documents such as utility bills and bank
statements to huild up vzeful personal information.

« Account takeowver
Account takeaver happens when a criminal tries to take over another person’s account, first by gathering information ahout
the intended vietim, and then contacting their card issuer while impersonating the genuine cardholder, and asking for the
mail to be redirected to a new address. The criminal then reports the card loss and asks for a replacement to be sent.

claims to represent the Bank.
Don't get carried away by strangers who try to help

cts in the in: YOLL L
skimming) Don't use the ATM machines if the de is not in

2/8



10/27/22, 11:13 AM

about:blank

Tarun and Aad were playing an online game
during their free ime.
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ion receipts alon g1:8 ) ansfi - account details with
in every 3 months. 1

: to puard against
eipts against your
chments from
ge download

r the phone
i } now the
rour credit card

from
‘trment,

]"-'un t write your PIN numb your credit card.

1't carry around extra credit cards that you rar

rour Credit Card Number/ATM PIN to e king L-l
Don't store critical information like vour ATM PIN
Dun t hand over the card to anvone, even if he fshe number on your mobile phone.

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in
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&, thats mice Tarun, Look
there seems ta be an offer Yex, ihat's right Raw . Let's
bo upgrade yousr gams: to click on the bnk and seo

the neat kesel which
saaims Inkereshing.

15A or
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Lesak Aand, | hawe croased thi
nizxt lowel in this game,

Tarus toliy hiv dad sbaut the
sppt i alfer ¢l ated Ik

Pamcnal nformatan
Mama: _

While some of them can be
fraudulent, athers can collect
your personal & firancial
detail and make in-2pp auto
purchases.

Age
ﬂ::

Oh, herw can that
b harmtul dad

N smems to be asking us 1o enler
anal detsls Taeran, Let's

Voad shoaild Be awane ard

Yo pid right, Let's go

UF i
1alk 1o disd bafare we procesd

Always disable your in-app aula purchase option,

st up 3 strang PN for your wallet and reever share

any personal or financial information
e i e

‘ithen pou slect aulo purchise and Submit yaur
fnancial details, your amount will be deducbed

wnknowingly on every small update option. This way
you loase lot of morey

Bake a habit to lmit the
timee and control your
anling gaming hakits

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gow.in and www.infosecawareness.in
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Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Linux: Lilu/Lilocked Ransomware
Virus Type: Ransomware

It has been reported that the malware named as lilufLilocked having ransomware capabalities targeting
linux machines is spreading. The infection vector used by the ransomware is currently unknown. How-
ever some of the functionalities of the malware is as follows:
= Target linux servers and gain their root access.
* Locked files after encryption with ".lilocked" extension.
* Shows ransomware note ot the victim and demands 0.03 bitcoin or $325 in the Electrum Wallet
for decryption key.
* |t encrypts or targets only specific file types such as HTML, SHTML, JS, CSS, PHF, INI and other
image file formats and does not encrypts or effect system files.

it of (1 u SE = 0K R o e S i A YT R
= o | & O » =
Index of /js
N Lt medified Sirs Descriptisn

o Patenn Dhisgun

[ *BREADME Iibocked 20150 15 8005 158
97 e i, o e 20070622 1306 3K
[ Bevioe mvin o Lidockied 20170827 1306 335
[ evemer o libockoed 20070714 905 455
;ﬁ pmacry-3.2 1men ia bocked 2017023 D508 I
[ sty cmsmovn seralBar o libsekond 20070622 1306 24
m peney’ Ty i s 1 Dk loeed 21 T0E2T 1544 J1K

[ somsers s Serelibar o llocked 200 7-07-14 8909 $380
m sy maskedngit menn locked 20170622 1306 43K
:_:am-_.y_-:lm'-_-zu.-_-,'.dv\i:d 3070622 0506 21K

e dem e b [ ey G v
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Best practices for prevention:

* Users are advised to disable their RDP if not in use, if
required it should be placed behind the firewall and
users are to bind with proper policies while using the
RDP.

* Don't open attachments in unsolicited e-mails, even
if they come from people in your contact list, and never click on a URL contained in an unsolicited
e-mail, even if the link seems benign. In cases of genuine URLs close out the e-mail and go to the or-
ganization's website directly through browser.

* Consider encrypting the confidential data as the ransomware generally targets common file types.

hitps:/feert-in.org.ins2eMainServiet Ppageld=PUBVAD I & VACODE=CIVA-2019-1656
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Report incidents related to cyber frauds on www.cybercrime.gow.in or call on 1930
For more information visit: www.isea.gov.in and www.infosecawareness.in
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Howtoaddauser |-~ .= o B
i o g (B s =
account in Android |o== I = ‘o
@ = 8l -
aunch the device's Settings menu then i \\ i /
scroll down and select @m/ 2 i
System > Advanced > Multiple Users. Y —emEE L
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= Set up various elements of the account,
i including updating the software, adding
T security features (fingerprints, passcodes, etc.)
e » Launch the Play Store app and tap the three
; : horizontal lines at the top left, Scroll down and
- ki S tap Settings, then scroll untl you see Parental

s / e controls.,

s s o

L - S ]

I . .—
a—
L= |

= Thedifferent sections are Apps & games, Films, TV, Books, and Music. Tap on one and you'll see the various age
categaries available, Simply tap the highest age you want the child to have access to and then tap Save
»  Mow, your child won't be able to download any content thatis rated above the setting you have e putin place.

= Adjust the following settings as per your child's age and requirements,

Craate corant PIN

Report incidents related to cyber frauds on www.cybercrime.gov.in or call on 1930

For more information visit: www.isea.gov.in and www.infosecawareness.in

about:blank

8/8



