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ISMS - Scope of Work

1. Introduction:

» The APTransco came into existence on 1st February 1999 in the erstwhile state of Andhra
Pradesh with Hyderabad as its headquarters. From 1999 to 2005 the company remained as
single buyer of power from various power generators and seller to Electricity Distribution
companies. Subsequently, the power purchase function was taken over by the Distribution
companies.

» After bifurcation of the erstwhile state of Andhra Pradesh, the APTransco in the residual
state of Andhra Pradesh started operations from June 2014 onwards. At present the
headquarters of APTransco is located in Vijayawada.

» Transmission Corporation of Andhra Pradesh Limited (APTRNSCO) is one of the pivotal
organizations of Andhra Pradesh, engaged in the business of power transmission in the
entire State of Andhra Pradesh. Apart from operation & Maintenance of
400/220/132/33KV Sub-Stations, it has undertaken the execution of construction of
ongoing & new transmission infrastructure scheduled under capacity addition programme.
It is also taking up renovation & modernization works of the old sub stations.

» APTRANSCO operates under a license issued by Andhra Pradesh Electricity Regulatory
Commission.

2. Scope of the Information Security Management System

The ISMS presently implemented pertains to Information Assets, and business processes
hosted and installed at IT/OT System in AP TRANSCO.

The Information Security Management System a( ISMS) at AP TRANSCO applies to
providing IT/OT infrastructure , IT web application services including ERP application, to
internal and external representative supported by Services provided by third party agencies.

The Representative of AP TRANSCO include its clients, employees, stake holders and
other Govt organizations.

i) Stake Holders
« NCIIPC (National Critical Information Infrastructure Protection Centre)
« CEA ( Central Electricity Authority)
«  MoP ( Ministry of Power , Govt of India)
« CERT-In
+ CERT-Trans
*  MeitY (Ministry of Electronics and Information Technology, Govt of India)

APTRANSCO/ISMS/SCOPE /V 1.0 Page | 2



2036
9355077/2024/ACIDO GICU

« CSK (Cyber Swachhta Kendra)
+ Information Technology, Electronics & communication, Govt of Andhra
Pradesh.

i) Internal Departments

« IT &Telecom Wing

« Transmission wing

« Projects wing

«  Civil wing

«  Power system & planning wing

« Corporate communication wing

«  HRD Wing

« Commercial & Co-ordination wing
« Power purchase & Legal wing

« Finance Wing

« Quality Control & Assurance wing
« Stores

« Operations & Maintenance wing

« All Internal Employees of AP TRANSCO.

iii) Internet Service Providers
« BSNL
« RailTel

iv) Third party Agencies
« SISL Infotech Pvt Ltd, New Delhi.
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